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1.1 Agenda

e | will start the presetation with a very basidntrodudion into mod_perl, 10 linefnstalation
instrudions, a simpleconfiguration and a few codexanples These should help you get your
feet wet if you are really new to mod_perl.

e Afterwards!'ll talk about boosing a performanceof web applicaions working with RDBMS
databases under mod_perl. We will see what modules allow us to make the work with database
faster.

e Finally we will see someerformanceimprovement tips, these should get yquogranmers
produce moreefficient code. We will how one should measyserfomanceand DO’s and
DON'T’s to make the code run faster and use less memory.

® The is one more section left for tpest-confeencereading. It includesddtional information
about mod_perl and relatguioductsand resources. You should use it to find the answer to the
quesions that you might need to get answered, on your walyetmning a mod_perl guru or
when you need some general help.
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2 Getting Started Fast
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2.1 mod_perlin Four Slides

Each tutorial will concetrate on different aspects of running a mod_perl server and mod_perl
progranming. In case you don’t know how to get started with it, or you think idgfecult task, these
slides will take away any worries you might have had when you came tatthial.

In just four slides you will be able to install acoinfigure a mod_perl server. And, of course, to write
new code and reuse thgising code under mod_perl.

The four slides (sections) are:
® |[nstalation
® Configuration
® The “mod_perl rules” Apache::Registi§cripts

e The “mod_perl rules” Apache Peklodule

2.2 What ismod_perl?

But before we go any further, there is a chance that you don’t know what mod_perl is. So let's make a
little introdudion to mod_perl.

Evenpbody knows that Perl scripts running under mod_cgi hasmnepus shortomings There are
many of them, but codeeconpilation and Perlintermpreterloading ovetheadat each request is the
hardest one tovercome

Among various attempts to improve on mod_cgi®rtomngs mod_perl has proved to be one of
the better ones and has been widely adopted by @6&lebpers Accordng to the
[http://perl.apache.org/netcrafds of January 2001 about 2 million hosts use mod_perl. Doug
MacEactern fathered the core code of this Apache module and licensed it under the Sodiolzre
License.

mod_perl does away with mod_cgi’'s forking by reusing éhising child processes. In this new
model, the child process doesn’t exit anymore when it has processed a request. iRtexgteteris

loaded only once, when the process is started. Sincéntbpreter is persisent througtout the
process’lifetime, all code is loaded and compiled only once, the first time it is seen. This makes all
subseuentrequests run much faster becaeserything is already loaded and compiled. Response
processig is now reduced to running your code. This improves response times by a factor of 10 to
100,depenihg on the code being executed.

Doug didn't stop here, he went and extended mod_&giigionality by adding a complete Perl API

to the Apache core. This makepdssble to write a complete Apache module in Perl, a feat that used
to require coding in C. From then on mod_perl enablegrthgrarmerto handle all phases of request
procesmg in Perl.

The new Perl API also allows complete sem@nfiguration in Perl. This has which made the lives of
many serveadmiristrators much easier, as they could now benefit frdpmamcally geneating the
configuration, freed from hunting for bugs in hug®enfiguration files full of similar diredives for
virtual hosts and the like.
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To providebaclwardscompaitbility for plain CGI scripts that used to be run under mod_cgi, while
still benditing from a preloaded perl and modules, a few special handlers were writteia/leaatg

a differentlevel of proximity to pure mod_perlunctionality. Some take fuladvartageof mod_perl,
while others only a partial one.

mod_perl embeds a copy of the Hatemreterinto the Apache httpd executabfgpviding complete
access to Pefflunctionality within Apache. This enables a set of mod_perl-specifiafiguration
diredives all of which start with the string Perl*. Most, but not all, of thdedives are used to
specify handlers for various phases of the request.

It might occur to you thasticking a large executable (Perl) into another large executable (Apache)
makes a very, very large program. mod_perl certainly makes $igpidicantly bigger and you will

need more RAM on yousrodudion server to be able to run many mod_perl processes, but in reality
the situation is different Since mod_perl processes requests much faster, the number of the processes
needed to handle the same request rate is much telsve to the mod_cgi approaceneally you

need slightly more memormgvailable and the speenprovementsyou will see are well worth every
megabyte of memory you can add.

Now let's get back to thall-In-Four-Slides..

2.3 Installation

Did you know that it takes about 10 minutes to build and install a mod_perl enabled Apache server on
a computer with a pretty averagecesorand a decent amount of system memory? It goes like this:

% cd /ustr/src
% Iwp-download |nttp://www.apache.org/dist/apache x.x.Xx.tar.gz |
% Iwp-download [http:7Tperl-apache.org/dismod_perl-xxx.tar.gz_______ ]
% tar xzvf apache_x.x.x.tar.gz
% tar xzvf mod_perl-x.xx.tar.gz
% cd mod_perl-x.xx
% perl Makefile.PL APACHE_SRC-=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x
% make install

That's all!

e Of course you must replacex.x with the actual version numbers of the mod_perl and Apache
releases that youse.

e The GNUtar utility knows how tounconpressa gzipped tar archive (use th@ption).

All that's left is to add a fewonfiguration lines to ahttpd.conf an Apacheonfiguration file, start the
server and enjoy mod_perl.
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2.4 Configuration

Add thefollowing to theconfiguration file httpd.conf

# for Apache::Registry mode
Alias /perl/ /home/httpd/perl/

PerlIModule Apache::Registry
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

This configuration causes every UR$taring with /perl to be handled by the Apache mod_perl
module. It will use the handler from the Perl modipache::Registry

2.5 The "mod_perl rules" Apache::Registry Scripts

You can write plain perl/CGlI scripts just as under mod_cgi:

mod_perl_rulesl.pl

print "Content-type: text/plain\r\n\r\in";
print "mod_perl rules\n";

Of course you can write them in the Apache Perl API:

mod_perl_rules2.pl

my $r = shift;
$r->send_http_header('text/plain’);
$r->print("mod_perl rules\n");

Save both files under thbome/httpd/pertiredory, make them executable aneadible by server,
and issue these requests using your favorite browser:

ttp://localhost/perl/mod perl rulesl.p
tp://localhost/perl/mod perl rules2.p

In both cases you will see on tfidlowing response:

mod_perl rules!
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2.6 The "mod_perl rules" Apache Perl Module

To create an Apache Perl module, all you have to do is to wrap the codenamdlar subrodine
and return the status to the server.

ModPerl/Rules.pm
package ModPerl::Rules;
use Apache::Constants;

sub handler{
my $r = shift;
$r->send_http_header('text/plain’);
print "mod_perl rules'\n";
return OK;

}
1

Create airedory calledModPerlunder one of thdiredoriesin @INC and puRules.pninto it. Then
add thefollowing snippet tahttpd.conf

PerlModule ModPerl::Rules
<Location /mod_perl_rules>
SetHandler perl-script
PerlHandler ModPerl::Rules
</Location>

Now you can issue a request to:

|nhttp://localhost/mod perl rules

and just as with oumod_perl_rules.pscripts you will see:

mod_perl rules!

as the response.

2.7 Is That All | Need To Know About mod_ perl?

Definitely not!

These slides are intended to show you that you can install and start using a mod_perl server within 30
minutes ofdowroadng the sources.

There is much more to mod_perl than this, you will need to plan your study around the projects you
want toimplement Fortunately, there are many resources and lots of help fraedjlableto you.

At the end of thiditorial you will find a chaptedescriling the available resources angointers to
them.
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3.1 Apache::DBI - Initi ate a persigent databaseconnec
tion

When people started to use the web, they found that they needed to writetevielcesto their
databases. CGl is the most widely usszinology for building suchinterfaces The mairimitation of

a CGl script driving a database is that its datalbas@etion is notpersisent- on every request the
CGl script has to re-connect to the database, and when the request is completathéit®on is
closed.

Apache::DBI  was written to remove thignitation. When you use it, you have a databesenee

tion which persists for the process’ entire life. So when your mod_perl script needs to use a database,
Apache::DBI  provides a validconnetion immediately and your script starts work right away
without having tdnitiatea databaseonnetion first.

This ispossble only with CGI running under a mod_perl enabled server, since in this model the child
process does not quit when the request has been served.

It's almost asstraighforward as is it sounds; there are just a few things to know about and we will
cover them in this section.

3.1.1 Introduction

The DBI module can make use of thpache::DBI module. When it loads, the DBI module tests if
the environmentvariable SENV{MOD_PERL}is set, and if thé\pache::DBI module has already
been loaded. If so, the DBI module will forward evepnnect()  request to thépache::DBI
module.Apache::DBI  uses theping() method to look for a database handle fromrevious
connect()  request, and tests if this handle is still valid. If these ¢ammdtions are fulfilled it just
returns the database handle.

If there is noapprgriatedatabase handle or if ting()  method failsApache::DBI  estaltishes

a newconnetion and stores the handle for later re-use. When the script is run again by a child that is
still connectedApache::DBI  just checks the cache of opemnnetions by matching thehost user
nameandpassvord paranetersagainst it. Amatchng connetion is returned ifavailableor a new one

is initiatedand then returned.

There is no need to delete ttiscon nect () statenentsfrom your code. They won’t do anything
because thApache::DBI moduleoveloadsthediscon nect () method with an empty one.

When should this module be used and when shouldn'’t it be used?

You will want to use this module if you are opening several datab@seetions to the server.
Apache::DBI  will make thempersigent per child, so if you have tethildrenand each opens two
different connetions (with different connect() = argument3 you will have in total twenty opened
andpersigentconnetions. After the initialconnect()  you will save theconnetion time for every
connect() request from youbDBl module. This can be a huge benefit for a server with a high
volume of database traffic.

You mustnot use this module if you are opening a spec@inetion for each of your users. Each
connetion will stay persigentand in a short time the numberafnnetions will be so big that your
machine will scream in agony and die.
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If you want to usépache::DBI but you have bothituationson one machine, at the time of writing
the onlysoluion is to run two Apache/mod_perl servers, one which égeche::DBI  and one
which does not.

3.1.2 Configuration

After installing this module, theonfiguration is simple - add thé&llowing diredive to httpd.conf

PerlIModule Apache::DBI

Note that it isimportantto load this module before any othpache*DBI module and before the
DBI module itself!

You can skippreloadng DBI, sinceApache::DBI  does that. But there is no harm in leaving it in, as
long as it is loaded afté&pache::DBI

3.1.3 Preopenng DBI connedions

If you want to make sure thatcennetion will already be opened when your script is first executed
after a server restart, then you should usectmect_on_init() method in the startup file to
preload evergonnetion you are going to use. For example:

Apache::DBI->connect_on_init
("DBIl:mysql:myDB::myserver",
"username”,
"passwd",

{

PrintError => 1, # warn() on errors
RaiseError => 0, # don’t die on error
AutoCommit => 1, # commit executes immediately

}
);

As noted above, use this method only if you want all of apache to be able to connect to the database
server as one user (or as a very few users), i.e. ifygrrn(s) caneffedively share theonnetion.
Do not use this method if you want for example one uniguenetion per user.

Be warned though, that if you calbnnect_on_init() and your database is down, Apacil-
drenwill be delayed at server startup, trying to connect. They won'’t begin serving requests until either
they are connected, or tl®nnetion attempt fails.Dependhg on your DBD driver, this can take
several minutes!

3.1.4 Debugging Apache::DBI

If you are not sure if this module is working agdvetised you should enable Debug mode in the
startup script by:

$Apache::DBI::DEBUG = 1;
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Staring with ApacheDBI-0.84 , setting $Apache::DBI::DEBUG = 1 will produce only
minimal output. For a full trace you should $étpache::DBI::DEBUG = 2.

After setting the DEBUG level you will see entries in #reor_log both whenApache::DBI
initializes a connetion and when it returns one from its cache. Usefttlewing command to view
the log in real time (youerror_log might be located at different path, it is set in the Apache
configuration files):

tail -f /usr/local/apache/logs/error_log

| usealias (intcsh ) so | do not have teemenberthe path:

alias err "tail -f /usr/local/apache/logs/error_log"

3.1.5 Openingconnedions with different parameters

When it receives aonnetion request, before it decides to use exising cachedconnetion,
Apache::DBI insists that the newonnetion be opened in exactly the same way as the cached
connetion. If | have one script that set®ngReadLen and one that does ndtpache::DBI  will
make twodifferentconnetions So instead of having a maximum of 40 ogennetions | can end

up with 80.

However, you are free to modify the handtemediately after you get it from the cache. So always
initiateconnetions using the samparanetersand set ongReadLen (orwhakvel) aftewards

3.1.6 Caching prepare()Statanents

You can also benefit from persisgent connetions by replaégng prepare() with
prepare_cached(). That way you will always be sure that you have a gtatdmenthandle and
you will get some caching benefit. Tdewrsideis that you are going to pay for DBI to parse your
SQL and do a cache lookup every time you pedpare_cached().

Be warned that some databases RoggreSQLand Sybase) don’t support caches of prepared plans.
With Sybase you could opeanultiple connetions to achieve the same result, although this is at the
risk of gettingdeadocksdepenthg on what you are trying to do!

,0)
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4.1 What we will learn in this chapter
e The BigPicture
® Essetial Tools
® Choosng MaxClients
o KeepAlive
® PerlSeupEnvOff
® Redudng the Number oftat()  Calls Made byApache
e Cachedstat()  Calls byPerl
® Limiting the Size of thérocesses
® SharingMemory
® How Shared My Memorys
® Preload Perl modules at serggartup
® Preload Registrcripts
® Some numbergnitializing DBl.pm
e Keeping the Shared Memokymit
® Limiting the Resources Used by hti@dildren
o Upload/Downoad of Big Files
® Global vs FullyQualfied Variables
e [Forking orExecuing subpr@essesrom mod_perl
® Using $|=1 under mod_perl and beftent()  tecmiques

e Sending plain HTML as a compressaaput

4.2 The Big Picture

To make the user’'s Wetrowsng expeienceas painessaspossble, every effort must be made to
wring the last drop operfomancefrom the server. There are many factors which affect Web site
usabilty, but speed is one of the masiportant This applies to any webserver, not just Apache, and
it is veryimportantfor you toundestandit.

How do we measure the speed of a server? Since the user (and not the computer) is thintane that
actswith the Web site, one good spemeéasurmentis the time elapsed between the moment when
she clicks on a link or pressesSabmitbutton to the moment when thesuling page is rendered
complete.
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The requests and replies are broken into packets. A request may be made up of several packets, a reply
may be manyhousands Each packet has to make its own way from one machine to another, perhaps
passing through marnptercomedion nodes. We must measure the tistaring from when the first

packet of the request leaves our user’'s machine to when the last packet of the reply arrives back there.

A webserver is only one of the elements the packets see along their way. If we follow them from
browser to server and back again, they may travdiffigrent routes through mangifferententities

Before they are processed by your server the packets might have to go througlapcekyator)

servers and if the request contains more than one packet they will all have to wait for the last one so
that the full request message canrbassernled at the server. Then the whole process is repeated in
reverse.

You could work hard to fine tune your webserver&formance but a slow Networknterface Card
(NIC) or a slow networkconnetion from your server might defeat it all. That's why it'sportantto
think about the Big Picture and to be awarga$sble bottlenecksbetween the server and the Web.
Of course there is little that you can do if the user has aclowetion.

You might tune your scripts and webserver to prog@assming requests ultra fast, so you will need
only a small number of working servers, but you might find that the server processes are all busy
waiting for slow clients to accept their responses. You will see mxameplesin this chapter.

A Web service is like a car, if one of the partsm@ctanismsis broken the car may not go smoothly
and it can even stop dead if pushed too far without first fixing it.

4.3 Esserial Tools

In order to improveperformancewe needmeasurmenttools. We usdencimarking for this purpose.
We canbenchmark the code and we cdrencimark the response time which addtion to the code
execuion measures the request arrival and respdeBeery time amongst other things.

4.3.1 Benchmarking Perl Code

If you are going to write your owienchmarkng utility, use theBenchmark module and the
Time::HiRes module where you need better tiprecsion (<10msec).

An example of th&ench mark .pm module usage:

benchmark.pl

use Benchmark;

timethis (1_000,
sub {
my $x = 100;
my $y = log ($x ** 100) for (0..10000);
»;

% perl benchmark.pl
timethis 1000: 25 wallclock secs (24.93 usr + 0.00 sys = 24.93 CPU)

8 Mar 2001 17



An example of thdime::HiRes module usage:

use Time::HiRes gw(gettimeofday tv_interval);
sub sub_that_takes a_teeny_bit_of time{1+1;};
my $start_time = [ gettimeofday ];
&sub_that_takes a_teeny bit_of time();

my $end_time = [ gettimeofday ];

my $elapsed = tv_interval($start_time,$end_time);
print "The sub took $elapsed seconds.\n"

% perl hi-res.pl
The sub took 0.000262 seconds.

4.3.2 Benchmarking Responsdimes

To measure response times all we need is a client thagevikate paralel requests, process the
responses and print the results of the test. You can use eithestny tool that performs this task or
you can develop your own.

4.3.2.1 ApacheBench

From exising tools you can try ApacheBench (ab) that comes bundled with Apache sisirier

tion. It is designed to give you an idea of erfomancethat your current Apachi@stalation can

give. In partiaular, it shows you how many requests per second your Apache server is capable of
serving.

Let's try it. We will simdate 10 users concurently requeshg a very light script at
www.example.com:81l/test/test.pl . Eachsimuateduser makes 10 requests.

% ./ab -n 100 -c 10 www.example.com:81/test/test.pl

The results are:

Document Path: Iperlitest.pl
Document Length: 319 bytes

Concurrency Level: 10

Time taken for tests: 0.715 seconds
Complete requests: 100

Failed requests: 0

Total transferred: 60700 bytes
HTML transferred: 31900 bytes
Requests per second: 139.86
Transfer rate: 84.90 kb/s received

Connection Times (ms)
min avg max
Connect: 0 0 3
Processing: 13 67 71
Total: 13 67 74
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4.3.2.2 httperf

httperf is a utility written by David Mosberger. Just like ApacheBench, it measurpsrthenanceof
the webserver.

A sample command line is shown below:

% httperf --server hostname --port 80 --uri /test.html \
--rate 150 --num-conn 27000 --num-call 1 --timeout 5

This command causes httperf to use the web server on the host with IFhasmaene running at
port 80. The web page being retrievedtést.htmland, in this simple test, the same page is retrieved
repeaedly. The rate at which requests are issued is 150 per second. The test imithbiizrgy a total

of 27,000 TCPconnetions and on eacltonnetion one HTTP call is performed. A call consists of
sending a request aneceivng a reply.

The timeout option defines the number of seconds that the client is willing to wait to hear back from
the server. If this timeout expires, the taohsicrs the correspondng call to have failed. Note that

with a total of 27,00@onnetionsand a rate of 150 per second, the totaldasdion will be approx-

mately 180 seconds (27,000/15@)deperdentof what load the server cactually sustain. Here is a
result that one might get:

Total: connections 27000 requests 26701 replies 26701 test-duration 179.996 s

Connection rate: 150.0 conn/s (6.7 ms/conn, <=47 concurrent connections)
Connection time [ms]: min 1.1 avg 5.0 max 315.0 median 2.5 stddev 13.0
Connection time [ms]: connect 0.3

Request rate: 148.3 req/s (6.7 ms/req)
Request size [B]: 72.0

Reply rate [replies/s]: min 139.8 avg 148.3 max 150.3 stddev 2.7 (36 samples)
Reply time [ms]: response 4.6 transfer 0.0

Reply size [B]: header 222.0 content 1024.0 footer 0.0 (total 1246.0)

Reply status: 1xx=0 2xx=26701 3xx=0 4xx=0 5xx=0

CPU time [s]: user 55.31 system 124.41 (user 30.7% system 69.1% total 99.8%)
Net I/O: 190.9 KB/s (1.6*10"6 bps)

Errors: total 299 client-timo 299 socket-timo 0 connrefused 0 connreset 0
Errors: fd-unavail 0 addrunavail 0 ftab-full 0 other 0

4.3.3 Using LWP::Parallel::UserAgent

You can us& WP::Paral lel :User Agent to write your owrbechmarking utility.

This is another crashme suitgiginally written by Michael Schilli (and used to be located at
[http://www.linux-magazin.de/ausgabe.1998.08/Pounder/poundgrbutrit’s has gone). | made a few
modifications, mostly addingny() opemtors | also allowed it to accept more than one url to test,
sincesoméimesyou want to test more than one script.

The tool provides the same resultsadsabove but it also allows you to set the timeout value, so
requests will fail if not served within the time out period. You also get valudsatency (seconds
per request) an@ihroughput (requests per second). It can do a competeiation of your favorite
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Netscape browser :) and give you a better picture.

| have noticed while running these tWwenchmarking suites, thaab gave me results from two and a
half to three times better. Both suites were run on the same machine, with the same load and the same

parangters but theimplementations weredifferent

Sample output:

URL(s): |http://www.example.com:81/perl/access/access.cqi
Total Requests: 100

Parallel Agents: 10

Succeeded: 100 (100.00%)

Errors: NONE

Total Time:  9.39 secs

Throughput:  10.65 Requests/sec

Latency: 0.85 secs/Request

And the code:
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#!/usr/apps/bin/perl -w

use LWP::Parallel::UserAgent;
use Time::HiRes gw(gettimeofday tv_interval);
use strict;

HitH
# Configuration
HitH

my $nof_parallel_connections = 10;
my $nof_requests_total = 100;
my $timeout = 10;

my @urls = (
' [http:7www.example.com:81/perl/fag_managerffag_manager.pl I,
’ [htip://www.example.com:81/perl/access/access.cql ],
)i

MR T R R R R R T R R R R
# Derived Class for latency timing
MR T R R R R R T R R R R

package MyParallelAgent;
@MyParallelAgent::ISA = qw(LWP::Parallel::UserAgent);
use strict;

it
# Is called when connection is opened
it
sub on_connect {
my ($self, $request, $response, $entry) = @_;
$self->{__start_times}->{$entry} = [Time::HiRes::gettimeofday];
}

it

# Are called when connection is closed

it

sub on_return {
my ($self, $request, $response, $entry) = @_;
my $start = $self->{__start_times}->{$entry};
$self->{__latency_total} += Time::HiRes::tv_interval($start);

}

sub on_failure {
on_return(@_); # Same procedure

}

HitH
# Access function for new instance var
HitH
sub get_latency_total {
return shift->{__latency_total};

}
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B HH R R
package main;

B R R
H#Hi#

# Init parallel user agent

H#Hi#

my $ua = MyParallelAgent->new();

$ua->agent("pounder/1.0");
$ua->max_req($nof_parallel_connections);

$ua->redirect(0); # No redirects

it
# Register all requests
it
foreach (1..$nof_requests_total) {
foreach my $url (@urls) {
my $request = HTTP::Request->new('GET’, $url);
$ua->register($request);
}
}

H#Hi#

# Launch processes and check time

#Hi#

my $start_time = [gettimeofday];

my $results = $ua->wait($timeout);

my $total_time = tv_interval($start_time);

#Hi#
# Requests all done, check results
#Hi#

my $succeeded =0;
my %errors = ();

foreach my $entry (values %$results) {
my $response = $entry->response();
if($response->is_success()) {
$succeeded++; # Another satisfied customer
}else {
# Error, save the message
$response->message("TIMEOUT") unless $response->code();
$errors{$response->message}++;
}
}
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it

# Format errors if any from %errors

it

my $errors = join(’,’, map "$_ ($errors{$_})", keys %errors);
$errors = "NONE" unless $errors;

it
# Format results
it
#@urls = map {($_,".")} @urls;
my @P = (
"URL(s)" => join("\n\t\t ", @urls),

"Total Requests" =>"$nof requests_total",
"Parallel Agents" => $nof_parallel_connections,

"Succeeded" => sprintf("$succeeded (%.2f%%)\n",
$succeeded * 100 / $nof_requests_total),

"Errors" => $errors,

"Total Time"  => sprintf("%.2f secs\n", $total_time),

"Throughput"  => sprintf("%.2f Requests/sec\n",
$nof_requests_total / $total_time),

"Latency" => sprintf("%.2f secs/Request",
($ua->get_latency_total() || 0) /
$nof_requests_total),

my ($left, $right);

#itt

# Print out statistics

H#itt

format STDOUT =
@<L LKL LKL L @F
"$left:", $right

while(($left, $right) = splice(@P, 0, 2)) {
write;

}

4.4 Choosng MaxClients

The MaxClients  diredive sets the limit on the number simultaneous requests that can be
supported. No more than this number of child server processes will be createdfifiare more than
256 clients, you must edit tHARD SERVER_LIMITentry inhttpd.h  andreconpile. In our case

we want thisvariableto be as small gzossble, because in this way we can limit the resources used
by the serverchildren Since we can restrict each child’'s process size, diledation of
MaxClients is prettystraighforward

Total RAM Dedicated to the Webserver
MaxClients =
MAX child’s process size

So if | have 400Mb left for the webserver to run with, | canM&kClients to be of 40 if | know
that each child is limited to 10Mb of memory (e.g. Wiihache::Size  Limit ).
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You will be wondeing what will happen to your server if there are moomcurent users than
MaxClients at any time. Thisituation is acconpanied by thefollowing warning message in the
error_log

[Sun Jan 24 12:05:32 1999] [error] server reached MaxClients setting,
consider raising the MaxClients setting

There is no problem -- argpnnetion attempts over thlaxClients  limit will normally be queued,
up to a number based on thisten Backlog diredive. When a child process is freed at the end of
adifferentrequest, theonnetion will be served.

It is an error because clients are being put in the queue rather than getting samediately,

despite the fact that they do not get an error response. The error can be allowed to persist to balance
available system resources and response time, but sooner or later you will need to get more RAM so
you can start more child processes. The best approach is to try not to havedkisn reached at all,

and if you reach it often you should start to worry about it.

It's important to undestand how much real memory a childccipies Your children can share
memory between them when the OS supports that. You must take action to allow the sharing to
happen. If you do this, the chances are that axClients can be even higher. But it seems that

it's not so simple te@alcuate theabsdute number. If you come up witkolution please let us know! If

the shared memory was of the same #iweugtout the child’s life, we could derive a much better
formula:

Total_RAM + Shared_RAM_per_Child * (MaxClients - 1)
MaxClients =

Max_Process_Size

which is:

Total_RAM - Shared_RAM_per_Child
MaxClients =
Max_Process_Size - Shared_RAM_per_Child

Let’s roll somecalcuations

Total RAM = 500Mb
Max_Process_Size = 10Mb
Shared_RAM_per_Child = 4Mb

500 - 4
MaxClients = --------- =82
10-4

With no sharing in place

500
MaxClients = --------- =50
10
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With sharing in place you can have 64% more servers without buying more RAM.

If you improve sharing and keep the sharing level, let's say:

Total RAM = 500Mb
Max_Process_Size = 10Mb
Shared_RAM_per_Child = 8Mb

500-8
MaxClients = --------- =246
10-8

392% more servers! Now you can feel iimportanceof having as much shared memorypassble.

4.5 KeepAlive

If your mod_perl server’attpd.confincludes thdollowing diredives

KeepAlive On
MaxKeepAliveRequests 100
KeepAliveTimeout 15

you have a regberfomancepenalty, since aftesompleing each requegirocessg, the process will
wait for KeepAlive Timeout seconds before closing tle®nnetion and thus not serving other
requests at this time. With thonfiguration you will need many moreoncurent processes on a
server with high traffic.

If you use some server statmsporing tools, you will see the process Ia status when it's in
KeepAlive status.

The chances are that you don’t want this feature enabled. Set it Off with:

KeepAlive Off

the other twaliredivesdon’t matter ifKeepAlive is Off .

You might want to consider enabling this option if the client's browser needs to request more than one
object from your server for a single HTML page. If this is shtgation then by settind<eepAlive
Off for each page you save the HT@dhnetion ovetheadfor all requests but the first one.

For example if you have a page with 10 ad banners, which ignootmon today, you server will
work moreeffedively if a single process serves them all during a singlenetion. However, your
client will see a slightly slower response, since banners will be brought one at a time emgcoet
rently as is the case if eatMG tag opens aepaateconnetion.

Since keepaliveonnetionswill not incur theaddtional three-way TCHhandhake turning it off will
be kinder to the network.
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SSL connetions benefit the most frortkeepAlive in case you didn’tonfigure the server to cache
session ids.

You haveprobably followed the advice to send all the requests for static objects to a plain Apache
server. Since most pages include more than one unique static image, you should keep the default
KeepAlive setting of the non-mod_perl server, i.e. keePrit It will probebly be a good idea also

to reduce the timeout a little.

One option would be for theroxy/accetrator to keep theconnetion open to the client but malkedi-

vidual connetions to the server, read the response, buffer it for sending to the client and close the
server connetion. Obviously you would make newonnetions to the server as required by the
client’s requests.

Also you should know thaKeepAlive requests only work with responses that contain a
Content-Length header. To send this header do:

$r->header_out('Content-Length’, $length);

4.6 PerlSaupEnv Off

PerlSe tu pEnv Off is anotheoptimizaion you might consider.

mod_perlfiddles with theenvironmentto make it appear as if the script were being called under the
CGl protacol. For example, th8ENV{QUERY _STRING}environmentvariableis initialized with the
contents of Apache::args() and the value returned bfpache::server_hosame) is put into
$ENV{SERVER_NAME}

But %ENVpopdation is expersive Those who have moved to the Perl Apache API no longer need
this extra%EN\popuation, can gain by turning Dff.

By default it is On.

Note that you can still s&tnviromentvariables For example when you use tfatlowing configura-
tion:

<Location /perl>
SetHandler perl-script
PerlHandler +Apache::RegistryNG

PerlSetupEnv Off
PerlSetEnv TEST hi

Options +ExecCGil
</Location>

and you issue a request (for exanitkp://locahostperl/setypenvoff.pl) for this script:
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http://localhost/perl/setupenvoff.pl

setupenvoff.pl

use Data::Dumper;

my $r = Apache->request();
$r->send_http_header(text/plain’);
print Dumper(\%ENV);

you should sesomehing like this:

$VARL = {

"GATEWAY_INTERFACE’ => 'CGlI-Perl/1.1’,
'MOD_PERL'’ =>'mod_perl/1.25’,

'PATH’ => ’lusr/lib/perl5/5.6.1:... snipped ...",
'TEST =>"hi’

b

Notice that we have gotten teavironmentvariable TESTset.

4.7 Reduang the Number of stat() Calls Made byApache

If you watch the system calls that your server makes (ugisgor stracewhile processg a request,
you will notice that manystat()  calls are made. For example when | fefotip://local]
hostperl-statusand | have my DocRoot setAfwome/httpd/docksee:

[snip]
stat("/home/httpd/docs/perl-status”, Oxbffff8cc) = -1
ENOENT (No such file or directory)
stat("/homef/httpd/docs", {st_mode=S_IFDIR|0755,
st_size=1024, ..})=0
[snip]

If you have some dynamic content and your virtuglaive URI is somehing like
/news/perl/mod_perl/summagie., there is no sudiiredory on the web server, the patompaents
are only used forequesihg a specific report), this willjeneatefive(!) stat()  calls, before the
Documernt Root is found. You will sesomehing like this:

stat("/homef/httpd/docs/news/perl/mod_perl/summary"”, Oxbffff744) = -1
ENOENT (No such file or directory)
stat("/home/httpd/docs/news/perl/mod_perl", Oxbffff744) = -1
ENOENT (No such file or directory)
stat("/homef/httpd/docs/news/perl”, Oxbffff744) = -1
ENOENT (No such file or directory)
stat("/home/httpd/docs/news", Oxbffff744) = -1
ENOENT (No such file or directory)
stat("/home/httpd/docs",
{st._ mode=S_IFDIR|0755, st_size=1024, ...}) = 0

You can blame the default install@dan sHandler for this inefficiency Of course you could
supply your own, which will be smart enough not to look for this virtual pathiranediately return
OK But in cases where you have a virtual host that servesdgngmcally geneateddocuments you
canoveride the defaulPerl Tran sHandler with this one:
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http://localhost/perl-status
http://localhost/perl-status

<VirtualHost 10.10.10.10:80>
PerlTransHandler Apache::OK

</VirtualHost>

As you see it affects only this specific virtual host.

This has the effect of shodircuiting the normalTran sHandler processg of trying to find a
filesysgemcompamentthat matches the given URI -- no more 'stat’s!

Watching your server under strace/truss can often reveal merfemancehits than trying taopti-
mizethe code itself!

For example you havallowOver ride None diredive, Apache will look for thehtaccessfile in
many places, if you don’t have one, and add n@pgn() calls.

Let’'s start with this simpleonfiguration, and will try to reduce the numberiafelevantsystem calls.

DocumentRoot "/home/httpd/docs”
<Location /foo/test>
SetHandler perl-script
PerlHandler Apache::Foo
</Location>

The aboveconfiguration allows us ot make a request/foo/testand the Petthandler()  defined in
Apache::Foo will be executed. Notice that in the test setup there is no file to be executed (like in
Apache::Registry ). There is nohtaaessfile as well.

This is a typicabeneatedtrace.

stat("/home/httpd/docs/foo/test"”, Oxbffff8fc) = -1 ENOENT
(No such file or directory)

stat("/home/httpd/docs/foo”,  Oxbffff8fc) = -1 ENOENT
(No such file or directory)

stat("/home/httpd/docs”,
{st_mode=S_IFDIR|0755, st_size=1024, ...}) =0

open("/.htaccess"”, O_RDONLY) =-1 ENOENT
(No such file or directory)

open("/home/.htaccess"”, O_RDONLY) =-1 ENOENT
(No such file or directory)

open("/home/httpd/.htaccess”, O_RDONLY) =-1 ENOENT

(No such file or directory)
open("/home/httpd/docs/.htaccess”, O_RDONLY) = -1 ENOENT
(No such file or directory)
stat("/home/httpd/docs/test”, Oxbffff774) =-1 ENOENT
(No such file or directory)
stat("/home/httpd/docs”,
{st_mode=S_IFDIR|0755, st_size=1024, ...}) =0

Now we modify the<Direc tory > entry and add\llowOverride None, which among other things
disableshtacessfiles and will not try to open them.
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<Directory />
AllowOverride None
</Directory>

We see that the fowpen() calls for.htaccesshave gone.

stat("/home/httpd/docs/foo/test"”, Oxbffff8fc) = -1 ENOENT
(No such file or directory)
stat("/home/httpd/docs/foo”,  Oxbffff8fc) = -1 ENOENT
(No such file or directory)
stat("/home/httpd/docs”,
{st_mode=S_IFDIR|0755, st_size=1024, ...}) =0
stat("/home/httpd/docs/test”, Oxbffff774) =-1 ENOENT
(No such file or directory)
stat("/home/httpd/docs”,
{st_mode=S_IFDIR|0755, st_size=1024, ...}) =0

Let's try toshortut thefoo locaion with:

Alias /foo /

Which makes Apache to look for the file in thdiredory and not undethome/httpd/docs/fod_et’s
run it:

stat("//test", Oxbffff8fc) = -1 ENOENT (No such file or directory)
Wow, we’ve got only one stat call left!
Let's remove the lagilias setting and use:

PerlTransHandler Apache::OK

as explained above. When we issue the request, we statf)o calls. But this igpossble only if
you serve onlydynamically geneateddocuments i.e. no CGI scriptsOthemwise you will have to
write your ownPerlTransHardler to handle requests as desired.

For example thigerlTransHardler will not lookup the file on thdilesysem if the URI starts with
/foo, but will use the defauRerlTransHardler othemwise

PerlTransHandler 'sub { return shift->uri() =~ m|*/foo| \
? Apache::OK : Apache::DECLINED;}

Let's see the sanmonfiguration using the<Perl > section and dedicatedpackage:
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<Perl>

package My::Trans;

use Apache::Constants qw(:common);

sub handler{
my $r = shift;
return OK if $r->uri() =~ m|*/foo;
return DECLINED;

}

package Apache::ReadConfig;
$PerlTransHandler = "My::Trans";
</Perl>

As you see we have defined thly::Trans package andmplementedthe handler()  fundtion.
Then we have assigned this handler toRbd Tran sHandler

Of course you can move the code in the module intexsanal file, (e.g.My/Trans.pm andconfig-
urethePerl Tran sHandler with

PerlTransHandler My::Trans

in the normal way (n&Perl > section required.

4.8 Cachedstat() Calls byPerl

When you do a&tat()  (or itsvariations-M -- lastmodificaion time, -A -- last access timeC --
last inode-change time, and others), thi®rmation is cached. If you need to make addtional
check for the same file, use thevariable and save theveheadof this check. For example when
testing forexigenceand reagermisionsyou might use:

my $filename = "./test";
# two stat() calls
print "OK\n" if -e $filename and -r $filename;
my $mod_time = (-M $filename) * 24 * 60 * 60;
print "$filename was modified $mod_time seconds before startup\n";

or the moreefficient

my $filename = "./test";
# two stat() calls
print "OK\n" if -e $filename and -r _;
my $mod_time = (-M _) * 24 * 60 * 60;
print "$filename was modified $mod_time seconds before startup\n”;

Twostat()  syscalls saved!
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4.9 Be carefull with symbolic links

As you knowApache::Registry caches the scripts based on their URI. If you have the same
script that can be reached 8ifferent URIs, which ispossble if you have used symbolic links, you
will get the same script cached twice!

For example:

% In -s /home/httpd/perl/news/news.pl /home/httpd/perl/news.pl

Now the script can be reached through the both Ukd&s/news.pl and/news.pl . It doesn't
really matter until yowdvetisethe two URIs, and users reach the same script from both of them.

To detect this, use thperl-status (Apache::Status ) handler to see all the compiled scripts
and theirpaclages In our example, wherequesng: |http://locahosfperl-status?rgysujgou would
see:

Apache::ROOT::perl::news::news_2epl
Apache::ROOT::perl::news_2epl

after the both URIs have been requested from the same child process that happened to serve your
request. To make thidebuging easier see run the server in single mode.

4.10 Limit ing the Size of theProcesses
Apache::Size Limit allows you to kill off Apache httpd processes if they grow too large.
Configuration:

In your startup.pl

use Apache::SizeLimit;
$Apache::SizeLimit::MAX_PROCESS_SIZE = 10000;
#in KB, so this is 10MB

In your httpd.conf

PerlFixupHandler Apache::SizeLimit

See perldodpache::Size Limit for more details.

By using this module, you should be able to avoid using the Apamifeguration diredive MaxRe-
guestsPer Child , although for some folks, using bothdombination does the job.
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4.11 Sharing Memory

A very importantpoint is the sharing of memory. If your OS supports this (and most sane systems do),
you might save more memory by sharing it between child processes. This foeghfe when you

preload code at server startup. However during a child process’ life, its memory pages becomes
unshared and there is no way we can control perl to malledate memory so (dynamigjariables

land ondifferentmemory pages than constants, that's whycthygy-on-write effect (will explain in a
moment) will hit almost at random. If you are pre-loading many modules you might be able to balance
the memory that stays shared against the time fooamsional fork by tuning theMaxRe
guestsPer Child to a point where you restart before too much becomes unshared. In this case the
MaxRequestsPer Child is very specific to your scenario. You should do someasurmentsand

you might see if this really makesddferenceand what aeasomable number might be. Each time a

child reaches this upper limit and restarts it should release the unshared copies and the new child will
inherit pages that are shared untdigtitbleson them.

It is very important to undestandthat your goal is not to havdaxRequestsPer Child to be

10000. Having a child serving 300 requestgpoeconpiled code is already a huge speedup, so if it is
100 or 10000 it does not really matter if it saves you the RAM by sharing. Do not forget that if you
preload most of your code at the server startup, the fork to spawn a new child will be very very fast,
because iinheiits most of the preloaded code and the jrdmreterfrom the parent process. But
than, during the work of the child, its memory pages (which aren't really its yet, it uses the parent's
pages) are getting dirtforiginally inheiited and sharediariablesare gettingupdated/modied) and

the copy-on-write happens, which reduces the number of shared memory pagesenkugng the
memory demands. Killing the child andspawing a new one, allows to get thwistine shared
memory from the parent process again.

The conclwsion is thatMaxReguestsPer Child should not be too bigythemwise you loose the
bendits of the memory sharing.

4.12 How Shared My Memory Is

You've probably noticed that the word shared is being repeated many times in many things related to
mod_perl. Indeed, shared memory might save you a lot of money, since with sharing in place you can
run many more servers than without it.

How much shared memory do you have? You can see it by either using the memory utils that comes
with your system or you can depl@Top module:

print "Shared memory of the current process: ",
GTop->new->proc_mem($$)->share,"\n";

print "Total shared memory: ",
GTop->new->mem->share,"\n";

When you watch the output of thep utility, don’t confuseRSS (or RES) column withSHARE
column --RES is aRESdentmemory, which is a size of pages currently swapped in.
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4.13 Keeping the Shared MemoryLimit

Apache::GTopLimit module allows you to kill off Apache httpd processes if they grow too large
(just like Apache::Size  Limit ) or have too little of shared memory.

Configuration:

In your startup.pl

use Apache::GTopLimit;
# Control the life based on memory size
#in KB, so this is 10MB
$Apache::GTopLimit::MAX_PROCESS_SIZE = 10000;
# Control the life based on Shared memory size
# in KB, so this is 4MB
$Apache::GTopLimit::MIN_PROCESS_SHARED_SIZE = 4000;
# watch what happens
$Apache::GTopLimit::DEBUG = 1;

In your httpd.conf

PerlFixupHandler Apache::GTopLimit

4.14 Preload Perl modules at servestartup

Use thePerl Require and PerlIMod ule diredives to load commonly used modules such as
CGl.pm, DBI and etc., when the server is started. On most systems, shitdeen will be able to
share the code space used by these modules. Just &oltbthing diredivesinto httpd.conf

PerlModule CGil;
PerlModule DBI;

But even a better approach is to createjpaate startup file (where you code in plain perl) and put
there things like:

use DBI;
use Carp;

Then yourequire() this startup file with help oPerl Require diredive from httpd.conf
by placing it before the rest of the mod_perhfiguration diredives

PerlRequire /path/to/start-up.pl

CGl.pm is a special cas@rdinaily CGl.pm autoloads most of iinctions on an as-needed basis.
This speeds up the loading time Hgfering the compiation phase. However, if you are using
mod_perl, FastCGI or another system that ugesrsigent Perlinterpreter you will want toprecom
pile the methods anitialization time. Toacconplish this, call the packagenction compile()  like
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this:

use CGlI ();
CGl->compile(’:all’);

Theargunentsto compile()  are a list of method names or sets, anddedical to those accepted
by theuse() andimport() opemtors Note that in most cases you will want to replaal’

with tag names you really use in your code, sigepeally only a subset of subs &twally being
used.

4.15 Somenumbers: Initial izing DBl.pm

The first example is th®BI module. As you knowbBI works with many database drivers falling

into theDBD:: category, e.g.DBD::mysqgl . It's not enough to preloadBI, you shouldinitialize

DBI with driver(s) that you are going to use (usually a single driver is used), if you warhio

mize memory use after forking the child processes. Note that you want to do this under mod_perl and
other environmentswhere the shared memory is vémportant Othemise you shouldn’tinitialize

drivers.

You probably know already that under mod_perl you should useAtheche::DBI module to get
the connetion persisence unless you open sepaate connetion for each user--in this case you
should not use this moduldpache::DBI  autanaically loads DBI and overides some of its
methods, so you should continue coding like there is oBlglamodule.

Just as with modulgsreloadng our goal is to find the startignvironmentthat will lead to thesmalt
est"differencé between the shared and normal memory repotietidore a smaller total memory
usage.

And again in order to have an easgasurmentwe will use only one child procegbgrdore we will
use this setting ihttpd.conf

MinSpareServers 1
MaxSpareServers 1
StartServers 1

MaxClients 1
MaxRequestsPerChild 100

We are going to run memobenchmarkson five different versions of thestartup.plfile. We always
preload these modules:

use Gtop();
use Apache::DBI(); # preloads DBI as well

option 1
Leave the filaunmodfied.

option 2
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Install MySQL driver (we will use MySQL RDBMS for our test):

DBI->install_driver("mysql");

It's safe to use this method, since just like wisie() , if it can’t be installed it’lidie().

option 3

Preload MySQL driver module:

use DBD::mysq;

option 4

Tell Apache::DBI

to connect to the database when the child process gthis -

dinitHandler ), no driver is preload before the child gets spawned!

Apache::DBI->connect_on_init(DBIl:mysql:test::localhost’,

{ ,

PrintError => 1, # warn() on errors
RaiseError => 0, # don'’t die on error

AutoCommit => 1, # commit executes
# immediately

}
)

or die "Cannot connect to database: $DBI::errstr";

Here is theApache::Registry test script that we have used:
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preload_dbi.pl
use strict;

use GTop ();
use DBI ();

my $dbh = DBI->connect("DBIl:mysql:test::localhost",

{

PrintError => 1, # warn() on errors

RaiseError => 0, # don’t die on error

AutoCommit => 1, # commit executes
# immediately

}

or die "Cannot connect to database: $DBI::errstr";

my $r = shift;

$r->send_http_header(text/plain’);

my $do_sgl = "show tables";

my $sth = $dbh->prepare($do_sql);

$sth->execute();
my @data = ();

while (my @row = $sth->fetchrow_array){

push @data, @row;

}
print "Data: @data\n";

$dbh->disconnect(); # NOP under Apache::DBI

my $proc_mem = GTop->new->proc_mem($$);

my $size = $proc_mem->size;

my $share = $proc_mem->share;

my $diff = $size - $share;

printf "%8s %8s %8s\n", qw(Size Shared Diff);
printf "%8d %8d %8d (bytes)\n",$size,$share, $diff;

The script opens &onnetion to the databas#est’ and issues a query to learn what tables the
databases has. When the data is collected and printedrithetion would be closed in the regular
case, buApache::DBI  overidesit with empty method. When the data is processéahliar to

you already code to print the memory usage follows.

The server was restarted before each new test.

So here are the results of the five tests that were conducted, sortediif§ todumn:

1. After the first request:

Version Size Shared

Diff

Test type

1 3465216 2621440
2 3461120 2609152
3 3465216 2605056
4 3461120 2494464
5 3461120 2482176

36

843776
851968
860160
966656
978944

install_driver

install_driver & connect_on_init
preload driver

nothing added

connect_on_init
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2. After the second request (all teebsguentrequest showed the same results):

Version Size Shared Diff Test type

1 3469312 2609152 860160 install_driver

2 3481600 2605056 876544 install_driver & connect_on_init
3 3469312 2588672 880640 preload driver

4 3477504 2482176 995328 nothing added

5 3481600 2469888 1011712 connect_on_init

Now what do we conclude from looking at these numbers. First we see that only after a second reload
we get the final memorfootprint for a specific request iquesion (if you passdifferentarguments
the memory usage might and will Bifereni.

But both tables show the same pattern of memory usage. We can clearly see that the real winner is the
startup.plfile’s version where the MySQL driver was installed (1). Since we want to heoeree

tion ready for the first request made to the freshly spawned child procegenesly use the second

version (2) which usesomevhat more memory, but has almost the same number of shared memory
pages. The third version only preloads the driver which results in smaller shared memory. The last two
versions having nothinigitialized (4) and having only theonnect_on_init() method used (5).

The former is a little bit better than the latter, but &gmificantly worse than the first two versions.

To remind you why do we look for tlemallestvalue in the columuliff, recall the real memory usage
formula:

Total_RAM - Shared_RAM_per_Child
MaxClients =
Max_Process_Size - Shared_RAM_per_Child

Notice that the smaller the diff is, the bigger the number of processes you can have using the same
amount of RAM.Therdore every 100Kdifferencecounts, when youultiply it by the number of
processes. If we take the number from the version version (1) vs. (4) and assume that we have 256M
of memorydedcatedto mod_perl processes we will get tfi'lowing numbers using the formula
derived from the above formula:

RAM - largest_shared_size
N_of Procs =

Diff

268435456 - 2609152
(ver1l) N = ---mmmommmoooeee =309
860160

268435456 - 2469888
(ver5) N = ----mmommmmooeee =262
1011712

So you can tell thdifference(17% more child processes in the first version).
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4.16 Preload Registry Scripts

Apache::Registry Loader compilesApache::Registry scripts at server startup. It can be a
good idea to preload the scripts you are going to use as well. So the code will be shared among the
children

Here is an example of the use of ttdsmique This code is included inRerl Require 'd file, and
walks thediredory tree under which all registry scripts are installed. For gachfile encounered it
calls theApache::Registry Loader ::handler() method to preload the script in the parent
server (before pre-forking the child processes):

use File::Find *finddepth’;
use Apache::RegistryLoader ();

{
my $perl_dir = "perl/";
my $rl = Apache::RegistryLoader->new;
finddepth(sub {
return unless N\.pl$/;
my $url = "/$File::Find::dir/$_";
print "pre-loading $url\n";

my $status = $rl->handler($url);
unless($status == 200) {
warn "pre-load of ‘Surl’ failed, status=$status\n";

}
}, $perl_dir);
}

Note that we didn’t use the secomdjumentto handler()  here, as module’s manpage suggests. To
make the loader smarter about tire>filenametrandation, you might need to provideteans()
function to trandate the uri tofilename URI to filenametrandation normally doesn’t happen until
HTTP request time, so the module is forced to roll its ¢nandation. If filenameis omitted and a
trans()  routine was not defined, the loader will try using the tHRkive to ServerRoot.

4.17 Limit ing the Resources Used by http&hildren

Apache::Resource uses theBSD::Resource module, which in turn uses the fanction
setr limit () to set limits on system resources such as memory and cpu usage.

To configure

PerlIModule Apache::Resource
# set child memory limit in megabytes
# (default is 64 Meg)

PerlSetEnv PERL_RLIMIT_DATA 32:48

# set child CPU limit in seconds
# (default is 360 seconds)
PerlSetEnv PERL_RLIMIT_CPU 120

PerlChildInitHandler Apache::Resource
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If you configure Apache::Status , it will let you review the resources set in this way.

The following limit values are in megabyteBATA RSS STACK FSIZE, CORE MEMLOCKall
others are treated as their natural unit. PrefigldL_RLIMIT_ for each one you want to use. Refer
to thesetr limit man page on your OS for othmyssble resources.

A resource limit isspedfied as a soft limit and a hard limit. When a soft limit is exceeded a process
may receive a signal (for example, if the CPU time or file size is exceeded), but it will be allowed to
continueexection until it reaches the hard limit (onodifies its resource limit). The rlimistrugureis

used to specify the hard and soft limits on a resource. (See the manpag#tlifoit for your OS
specificinformaion.)

If the value of thevariableis of the formS:H, S is treated as the soft limit, aktis the hard limit. If it
is just a single number, it is used for both soft and hard limits.

4.18 Upload/Download of Big Files

You don’t want to tie up your precious mod_perl backend sehilirendoingsomehing as long and
dumb astrandering a file. The user won't really see amyportant perfomance bendits from
mod_perl anyway, since the upload may take up to several minutes, aonsethead saved by
mod_perl igypically under one second.

If somepartiaular script’s mainfunctionality is theuploadng or dowrloadng of big files, youprobe-
bly want it to be executed on a plain apache server under mod_cgi.

This of course assumes that the script requires none @dribionality of the mod_perl server, such
as custonautheticaion handlers.

4.19 Global vs Fully Qualified Variables

It's always a good idea to stay away from globatiableswhenpossble. Somevariablesmust be
global so Perl can see them, such as a mod@4SA or $VERSION variables (or fully quaified
@MyModule::ISA). In commonpradice, a combhnaion of strict and vars pragmas keeps
modules clean and reduces a bit of noise. Howevars pragma also creates aliases as the
Exporter does, which eat up more memory. Wiparssble, try to use fullyqualfied names instead

of use vars. Example:

package MyPackage;

use strict;

@MyPackage::ISA = gw(...);
$MyPackage::VERSION ="1.00";

VS.

package MyPackage;

use strict;

use vars qw(@ISA $VERSION);
@ISA = gw(...);

$VERSION ="1.00";
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4.20 Forking or Executing subprocessesrom mod_perl

Geneally you should not fork from your mod_perl scripts, since when you do -- you are forking the
entire apache web server, lock, stock and barrel. Not only is your perl codalbpliegted but so is
mod_ssl, mod_rewrite, mod_log, mod_proxy, mod_spellingvloaever modules you have used in
your server, all the core routines and so on.

A much wiser approach would be to spawn a sub-process, handrifaimation it needs to do the
task, and have it detach (cloS&D* + setsid() ). This is wise only if the parent who spawns this
processimmediately contirues you do not wait for the sub-process to complete. This approach is
suitablefor asituation when you want to trigger a long time taking process through thenteface

like procesBig some data, sending email ttousandsof subscribed users and e@themwise, you
should convert the code into a module, and uderigionsor methods to call from CGI script.

Just making aystem() call defeats the whole idea behind mod_perl, jmeipreterand modules
should be loaded again for thestenal program to run.

Bastally, you would do:

$params=FreezeThaw::freeze(
[all data to pass to the other process]

);

system("program.pl $params");
and inprogram.pl

use POSIX qw(setsid);
@params=FreezeThaw::thaw(shift @ARGV);
# check that @params is ok

close STDIN;

close STDOUT;

close STDERR;

# you might need to reopen the STDERR

# open STDERR, ">/dev/null";

setsid(); # to detach

At this point, program.pl  is running in the“background while the system() returns and
permits apache to get on with life.

This has obviouprodems Not the least of which is th@params must not be bigger themhakever
your archtedures limit is (could depend on your shell).

Also, thecommunicétion is only one way.

However, you might want be trying to do the “wrong thing”. If what you want is to sgodnéaion
to the browser and then do sopust-procesag, look intoPerl CleanupHan dler .

If you areinterestedin more deep level details, this is whaatwally happens when you fork and make
a system call, like

40 8 Mar 2001



system("echo Hi"),CORE::exit(0) unless fork();

which is might be mor&miliar in this form:

if (fork){
#do nothing

}else {
system("echo Hi");
CORE::exit(0);

}

What happens is th&drk()  gives you Zxecuion paths and the child gets virtual memory sharing a
copy of the program text (read only) and sharing a copy of the data space copy-drewrggner
why you pre-load modules in mod_perl?). In the above code a pareimmidiately continue with
the code that comes up after the fork, while the forked process will exsstieen("echo Hi")

and therterminateitself.

Notice that | useCORE:exit and notexit which would beautamaically overiden by
Apache:.exit if used inconjundion with Apache::Registry and friends.

The only work is setting up the page tables for the virtual memory and the second process goes on its
sepaateway.

Next, Perl will find/binfecho  along the search path, and invoke it directly. Bgstem() is
*not* system(3) [C-library]. Only when the command has shell meta-chars does Perl invoke a real
shell. That's a *very* niceptimizaion.

Only if you do:
system "sh -c 'echo foo™

OSactuwally parses your command with a shell so gaac() a copy oflbin/sh |, but since one is

almost certainly already runnirspmevhere the system will notice that (via the disk incgéerence

and replace your virtual memory page table with one pointed at the already-loaded program code plus
your own data space. Then the shell parses the passed command.

Since it isecho, it will execute it as a built-in in the latter example dbim/echo  in the former
and be done, but this is only an example. You aren’t caBysjem("echo Hi") in your
mod_perl scripts, right? Since most other real things (heavy programs executeslil@sa@ess
would involverepeaing the process to load ttspedfied command or script (it might involve some
actual demand paging from the program file if you execute new code).

The only place you see reaveheadfrom this scheme is when the parent process is fwgertu-

nately like mod_perl...) and the page table becomes large as a side effect. The whole point of
mod_perl is to avoid having fork() /exec() somehingon every hit, though. Perl can do just
about anything by itself. However, yqguobably won’t get in trouble until you hit about 30 forks/sec

on a so-so pentium.

Now let’s get to the gory details of forking.
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4.20.1 Freeing the ParentProcess

In the child code you must also close all the pipes tactimmetion socket that were opened by the
parent process (i.6&sTDIN and STDOUT andinheiited by the child, so the parent will be able to
complete the request and free itself for serving other requests. If you né&txié¢ and/orSTDOUT
streams you should re-open them. You may need to close or re-op8i IR Rfilehardle. It's
opened to append to teeror_log file asinheiited from its parent, so chances are that you will want to
leave it untouched.

Under mod_perl, the spawned process adkelits the file descrigior that's tied to the socket through

which all thecommunicaions between the server and the client happéerdore we need to free this
stream in the forked process. If we don't do that, the server cannot be restarted while the spawned
process is still running. If an attempt is made to restart the server you will defidineng error:

[Mon Dec 11 19:04:13 2000] [crit]
(98)Address already in use: make_sock:
could not bind to address 127.0.0.1 port 8000

Apache::SubPro cess comes to help and provides a mettaeanup_for_exec() which
takes care of closing this fitkescrigor.

So the simplest way is to freeing the parent process is to close all three STD* streams if we don’t need
them and untie the Apache socketatidiion you may want to change process’ curréinédory to/

so the forked process won’t keep the moumiadition busy, if this is to be unmounted at a later time.

To summaize all this issues, here is an example of the fork that takes care of freeing the parent
process.

use Apache::SubProcess;
defined (my $kid = fork) or die "Cannot fork: $\n";
if ($kid) {

# Parent runs this block

}else {

# Child runs this block
$r->cleanup_for_exec(); # untie the socket
chdir '/’ or die "Can’t chdir to /: $!";
close STDIN;
close STDOUT;
close STDERR;

# some code comes here
CORE::exit(0);
}

# possibly more code here usually run by the parent

Of course between the freeing the parent code and child prieressaion the real code is to be
placed.
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4.20.2 Detachng the ForkedProcess

Now what happens if the forked process is running and we decided that we need to restart the
web-server? This forked process will be aborted, since when parent process will die during the restart
it'll kill its child processes as well. In order to avoid this we need to detach the process from its parent
session, by opening a new session with helgat$id() system call, provided by theOSIX

module:

use POSIX 'setsid’;

defined (my $kid = fork) or die "Cannot fork: $!\n";
if ($kid) {
# Parent runs this block
}else {
# Child runs this block
setsid or die "Can't start a new session: $!";

Now the spawned child process has a life of its own, and it doesn’t depend on the parent anymore.

4.20.3 Avoiding ZombieProcesses

Normally, every process has its parent. Many processehidesnof theinit  process, whoseID
equals tal. When you fork a process you musatit()  or waitpid() for it to finish. If you don'’t
wait for it becomes a zombie.

Zombie, is a process that doesn’t have a father. When the child quits, it repoetsrihetion to his

parent. If no onavait()s  to collect the exit status of the child, it gets “confused” and becomes a
ghost process, that can be seen, but not killed. It will be killed only when you stop the httpd process
that spawned it{geneally top()/ps() utilities display these processes witdefunc > tag, and

you will see anincrement of the zombies counter reported when doiog().) These zombie
processes can take up system resources amgg@eally undesirable

So the proper fork is:

print "Content-type: text/plain\n\n";

defined (my $kid = fork) or die "Cannot fork: $!\n";
if ($kid) {
waitpid($kid,0);
print "Parent has finished\n";
}else {
# do something
CORE::exit(0);
}

But in most cases the only reason you would want to fork is when you need to spawn a process that
would take a lot of time to complete. So if the server child that spawns this process has to wait for it to
finish, you gained nothing. You cannot neither wait forcaspldion, nor continue because you will

get yet another zombie process.
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The simplessoluion is to ignore your deachildren(this doesn’t worleverywhere however).

$SIG{CHLD} = IGNORE;

When you selCHLD signal handler tdGNORE all the processes will be collected by ihé
process and prevent from them to become zombies.

Note, that you canndbcalize this setting withlocal() . If you do, it wouldn't take the desired
effect.

The other thing that you must do -- is to close all the pipes todteetion socket that were opened

by the parent process &IDIN and aSTDOUT andinheiited by the child, so the parent will be able

to complete the request and free itself for serving other requests. You may need to close and reopen a
STDERKilehardler (It's opened to append to the error_log file as inhereted by parent, so chances are
that you want it to leave untouched).

So now the code would look like:

print "Content-type: text/plain\n\n";
$SIG{CHLD} = IGNORE;

defined (my $kid = fork) or die "Cannot fork: $\n";
if ($kid) {
waitpid($kid,0);
print "Parent has finished\n";
}else {
close STDIN;
close STDOUT;
close STDERR,;
# do something long lasting
CORE::exit(0);

Another more portable, but slightly maegpersive soluion is to use a double fork approach.

print "Content-type: text/plain\n\n";

defined (my $kid = fork) or die "Cannot fork: $!\n";
if ($kid) {
waitpid($kid,0);
}else {
defined (my $grandkid = fork) or die "Kid cannot fork: $\n";
if ($grandkid) {
CORE::exit(0);

}else {
# code here
close STDIN;
close STDOUT;
close STDERR;
# do something long lasting
CORE::exit(0);
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Grandkid becomes &child of init" (parent process ID is 1).

Note that the last twsoluions do allow you to know the exit status of the process, but in our case we
don’t want to.

One moresoluion is to use alifferentSIGCHLDhandler:

use POSIX "WNOHANG";
$SIG{CHLD} = sub { while( waitpid(-1, WNOHANG)>0 ) {} };

Which is usefull when yotork()  more than once process. The handler couldnat() as well,

but for a variety of reasorigvolving tge handling of stopped processes and the rare event in which
two childrenexit at nearly the same moment, the esiniqueis to callwaitpid() in a tight loop

with a first argument of -1 and a secon@rgunent of WNOHANQ ogether thesargunentstell
waitpid() to reap the next child thatavailable and prevent the call frorblocking if there
happens to be no child ready from reaping. The handler will loop watitpid() returns anega

tive number or zerdndicaing that no more reapabtdildrenremain.

You will probebly want to open your own log file in the spawned process and log some info so you
know what have happened there. At least witdlbuging your code.

4.20.4 A Complete Forkexample

Now let’s put all the bits of code together and show a well written fork code that solvespatbithe
lemsdiscussed so far. We will use an <Apache::Registry> script for this purpose:
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proper_fork1.pl

use strict;
use POSIX 'setsid’;
use Apache::SubProcess;

my $r = shift;
$r->send_http_header("text/plain");

$SIG{CHLD} = 'IGNORE’;
defined (my $kid = fork) or die "Cannot fork: $!\n";
if ($kid) {
print "Parent $$ has finished, kid's PID: $kid\n";
}else {
$r->cleanup_for_exec(); # untie the socket
chdir '/ or die "Can't chdir to /: $!";
open STDIN, '/dev/null’ or die "Can’t read /dev/null: $!";
open STDOUT, ">/dev/null’
or die "Can’t write to /dev/null: $!";
open STDERR, '>/tmp/log’ or die "Can’t write to /tmp/log: $!";
setsid or die "Can't start a new session: $!";

my $oldfh = select STDERR;
local $| = 1;

select $oldfh;

warn "started\n";

# do something time-consuming
sleep 1, warn "$_\n" for 1..20;
warn "completed\n”;

CORE::exit(0); # terminate the process

The script starts with the usualeclaation of the strict mode, loading théOSIX and
Apache::SubPro cess modules andimportng of the setsid() symbol from thePOSIX
package.

The HTTP header is sent next, with tBentent-typeof text/plain The gets ready to ignore the child,
to avoid zombies and the fork is called.

The program gets itgersomlity split after fork and the ifondtional evalatesto a true value for the
parent process, and to a false value for the child prottesgore the first block is executed by the
parent and the second by the child.

The parent process announces his PID and the PID of the spawned process and finishes its block. If
there will be any code outside it will be executed by the parent as well.

The child process starts its codedigcomecing from the socketghangng its currentdiredory to/ ,
opening the STDIN and STDOUT streams/tiev/null which in effect closes them both before
opening. In fact in this example we don't need neither of these, so we couttbgef)  both. The
child process completes itésergagenentfrom the parent process by opening the STDERR stream to
/tmp/log so it could write there, antteaing a new session with help sétsid(). Now the child
process has nothing to do with the parent process and can do theoemtaaing that it has to do. In

our example it performs a simple seriesvafnings which are logged intimp/log

46 8 Mar 2001



my $oldfh = select STDERR;
local $| = 1;

select $oldfh;

warn "started\n”;

# do something time-consuming
sleep 1, warn "$_\n" for 1..20;
warn "completed\n”;

Thelocalized setting of$|=1 unbuffers the STDERR stream, so we @amediately see the debug
outputgeneatedby the program. In fact this setting is not required when the outgenisated by
warn().

Finally the child proceserminatesby calling:
CORE::exit(0);

which make sure that it won't get out of the block and run some code that it's not supposed to run.

This code example will allow you to verify that indeed the spawned child process has its own life, and
its parent is free as well. Simply issue a request that will run this script, watch thertivegs are

started to be written into thémp/logfile and issue a complete server stop and staevdfithing is
correct, the server wikucceshllly restart and the long term process will still be running. You will
know that it's still running, if thevarnings will still be printed into thétmp/logfile. You may need to

raise the number afarnngsto do above 20, to make sure that you don’t miss the end of the run.

If there are only Svarringsto be printed, you should see fo#owing output in this file:

started

g wWN PR

completed

4.21 Using $|=1 under mod_perl and better print()tech-
niques

As you knowlocal  $|=1; disables théuffering of the currently selected file handle (default is
STDOUT. If you enable itap_rflush() is called after eacprint() , unbuffeing Apache’s 10.

If you are using a _bad__ style geneating output, which consist ahultiple print() calls, or you
just have too many of them, you wikpeiencea degraldion in perfomance Theseveity depends
on the number of the calls you make.

Many old CGls were written in the style of:
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print "<BODY BGCOLOR=\"black\" TEXT=\"white\">";
print "<H1>";

print "Hello";

print "</H1>";

print "<A HREF=\"foo.htmI\"> foo </A>";

print "</BODY>";

which reveals thdollowing drawbacks multiple print() calls - perfomancedegralaion with
$|=1 , backslashismwhich makes the code lessachbleand mordliffi cult to format the HTML to be
easilyreadibleas CGI's output. The code below solves them all:

print qa{
<BODY BGCOLOR="black" TEXT="white">
<H1>
Hello
</H1>
<A HREF="foo.html"> foo </A>
</BODY>

h
| guess you see thaifference Be careful though, wheprinting a<HTML> tag. The correct way is:

print qq{<HTML>
<HEAD></HEAD>
<BODY>

}
If you try thefollowing:

print qa{
<HTML>
<HEAD></HEAD>
<BODY>

}

Some older browsers might not accept the output as HTML, but rather print it as a plain text, since
they expect the firsthaadersafter the headers and empty line todb€TML> and not spaces and/or
addtiional newline and thexHTML>. Even if it works with your browser, it might not work for
others.

Now let’'s go back to th&|=1 topic. | still disablebuffering, for 2 reasons: | use feprint() calls

by printing out multiline HTML and not a line peprint() and | want my users to see the output
immediately. So if | am about to produce the results of the DB query, which might take some time to
complete, | want users to get some titles ahead. This improvasahdty of my site. Recalourself.

What do you like better: getting the output a bit slower, but steadily from the moment you've pressed
the Submit button or having to watch the “falling stars” for awhile and then to receive the whole
output at once, even a few millisecs faster (if the client (browser) did not time out till then).

An even bettesoluion is to keep thduffering enabled, and use a Perl Aflush() call to flush
the buffers when wanted. This way you emgraeyatein the buffer the top of the page you are going
to send to user, and flush it a moment before you are going to do some lepghtipn, like DB
guery. So you kill the two birds in one shoot: You show some of the data to tHenossliately, so
user will feel thasomehing is actually happeimg, and you almost have m@rformancehit caused by
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disabledbuffering.

use CGI ();
my $r = shift;
my $q = new CGlI;
print $g->header(‘text/html’);
print $g->start_html;
print $g->p("Searching...Please wait");
$r->rflush;
# imitate a lenghty operation
for (1..5) {
sleep 1;

}
print $g->p("Done!");

Conclusion: Do not blindly followsuggetons, but think what is best for you in every given case.

4.22 Sendingplain HTML as a compressedoutput

Have you ever served a huge HTML file (e.g. a file bloated with JavaScript code) and wandered how
could you send it compressed, thdreanmaically cutting down thedowrload times. After all java
applets can be compressed into a jar and benefit from a dasteload times. Why cannot we do the
same with a plain ASCII (HTML,JS and etc), it is a known fact that ASCII text can be compressed by
a factor of 10.

Apache::GzipChain comes to help you with this task. If a client (browsenlestandsgzip
encodng this module compresses the output and serdisatstream A clientdeconpresseghe data
upon receive and renders the HTML as if it was a plain HTML fetch.

For example to compress all html files on the fly, do:

<Files *.html>

SetHandler perl-script

PerlHandler Apache::OutputChain Apache::GzipChain Apache::PassFile
</Files>

Remenber that it will work only if the browser claims to accept compressed input, thru
Accept-Encod ing headerApache::GzipChain keeps a list of user-agents, thus it also looks
atUser-Agent header, for known to accept compressed output browsers.

For example if you want to return compressed files which should pasidiion through Embperl
module, you would write:

<Location /test>

SetHandler perl-script

PerlHandler Apache::OutputChain Apache::GzipChain Apache::EmbperlChain Apache::PassFile
</Location>

Hint: Watch anaccess_log file to see how many bytes weaietwally send, compare with a regular
configuration send.
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(Seeperldoc  Apache::GzipChain ).

Notice that therightmost PerHandler must be a content producer. U&spache::Pass File or
another similar module.

;0)
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5.1 What we will learn in this chapter
e Gettinghelp

e Get help withmod_perl

® Get help withPerl

® Get help withPerl/CGI

® Get help withApache

® Get help withDBI

e Get help withSquid

5.2 Getting help

If after reading this guide and othdwcumentslisted in this section, you feel that yaywesion is not

yet answered, please ask the apache/mod_perl mailing list to help you. But first try to browse the
mailing list archive. Most of the time you will find the answer for yquesion by searcing the

mailing archive, since there is a big chance someone else has aneadyeredthe same problem

and found asoluion for it. If you ignore this advice, do not be surprised if yquesion will be left
unarswered- it bores people to answer the saguesion more than once. It does not mean that you
should avoid askingjuesions. Just do not abuse tlaailable help andRTFM before you call for

HELP. (You have certainly heard tlirefamousfable of theshefherdboy and the wolves)

5.3 Get help with mod_ perl

e mod_perlhome

[nttp://perl.apache.org

® Newsand Resources

Take23: News and Resources for the mod_perl Wrtfd//take23.01g

e mod_perl Books

O ’'Apache Modules’ Book

[http://lwww.modperl.comis the home site of The Apache Modules Book, a book alreat
ing Web server modules using the Apache API, written by Lincoln Stein and Doug
MacEaclern

Now you can purchase the book at your |dmabkstoreor from the online dealer. O'Reilly
lists this book as:
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http://www.modperl.com/
http://take23.org/
http://perl.apache.org/

Writing Apache Modules with Perl and C
By Lincoln Stein & Doug MacEachern
1st Edition March 1999

1-56592-567-X, Order Number: 567X
746 pages, $34.95

O ’Managing and Programming mod_perl’ Book

[http://www.modpetbookconyis the home site of the new mod_perl book, that Eric Cholet
and Stas Bekman ace-authomng. We expect the book to be published in 2001.

Ideas,suggetionsand comments are welcome. Please send thamfot@modperbhook com

O mod_perl Quick ReferenceCard

mod_perl PockeRefeenceby Andrew Ford was published by O'Reilly akdscciates
|http://www.oreilly.com/catalog/modperlpr/

You shouldprobebly get also thé\pache PockeRefeenceby the same author and the same
publisherihttp://www.orellly.com/catalog/apachelpr/

See also Andrew’scolledion of reference card for Apache and other programs:
[http://www.refcards.com.

e mod_perl Guide

by Stas Bekman ittp://perl.apache.org/guide

e mod_perl FAQ

by Frank Cringle ghttp://perl.apache.org/fgq/

® mod_perl performancetuning guide

by Vivek Khera ajnttp://perl.apache.org/tuning/

e mod_perl plugin referenceguide

by DougMacEaclern atjhttp://perl.apache.org/src/mod_perl.Html

® Quick guide for moving from CGI to mod_perl

atlhttp://perl.apache.org/dist/cgi to mod perl.html

® mod_perl_traps,common traps andsolutions for mod_perl users

atlhttp://perl.apache.org/dist/mod perl traps.html

e mod_perl ResourcedPage

[http://www.perteferencecom/mod per/
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http://www.oreilly.com/catalog/apachepr/
http://www.oreilly.com/catalog/modperlpr/
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e mod_perl mailing list

The Apache/Perl mailing ligmodperl@apache.oyds available for mod_perl users anddevet
opers to share ideas, solveproblems and discuss things related to mod_perl and the
Apache::* modules.To subscribe to this list, send mail tedperl-subscribe @apache.amith
emptySubject and withBody:

subscribe modperl

A searchable mod_perl mailing list archive available at |http:/forum.swarth
[moreedu/epigone/modpérWe owe it to Ken Williams.

More archivesvailable

O |http://www.geocrawler.com/lists/3/web/182/0/

O |http://www.bitmehaniccom/mail-archives/modpgrl/

O |http://www.mail-archive.com/modperl%40apache Jorg/

o |http://www.davin.ottawa.on.ca/archive/modgerl/

O |http://www.progresive-comp.com/Lists/?|=apache-modperl&r=1&w=2#apache-mofperl

O |nttp://www.egroups.com/group/modperl/

5.4 Get help with Perl

® The Perl FAQ

|http://www.perl.com/CPAN/doc/FAQs/FAQ/PerlFAQ.himl

® The Perl home

[http://www.perl.cony/

® The Perl Journal

|http://www.tpj.comy/

® Perl Module Mechanics

[nttp:/iworld.std.com/~swmcd/steven/perl/module _memdsmm| - This page describes the
mechaits of creaing, compiling, releagng andmairtaining Perl modules.

5.5 Get help with Perl/CGl

® Perl/CGI FAQ
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http://forum.swarthmore.edu/epigone/modperl

atlhttp://www.perl.com/CPAN/doc/FAQs/cqi/perl-cqi-fag.html

® Answersto somebothering Perl and Perl/CGI quedions

|http://stason.org/TULARC/webmias/myfag.htm|

e |diot's Guide to CGI programming

|http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html

o WWW Secuity FAQ

[http://www.w3.org/Sectity/Fag/www-sectity -fag.htm]|

® CGI/Perl Taint Mode FAQ

[http:/iwww.gunther.web66.com/FAQS/taambdehtm| (by Gunther Birznieks)

5.6 Get help with Apache

® ApacheProject's Home

[http:/lwww.apache.ofg

® Apache Quick ReferenceCard

[http://lwww.refcards.copfApache and other refcards aneailablefrom this link)

e The ApacheFAQ

|http://www.apache.org/docs/misc/FAQ.html

® Apache Server Documentation

|http://www.apache.org/do¢s/

® ApacheHandlers

|http://www.apache.org/docs/handler.Html

e mod_rewrite Guide

|http://www.engelschall.com/pw/apache/rewritegyide/

5.7 Get help with DBI

® Perl DBI exanples

[http://www.saturn5.com/~jwb/dbi-exgteshtml| (by Jeffrey William Baker).

8 Mar 2001 55


http://www.saturn5.com/~jwb/dbi-examples.html
http://www.engelschall.com/pw/apache/rewriteguide/
http://www.apache.org/docs/handler.html
http://www.apache.org/docs/
http://www.apache.org/docs/misc/FAQ.html
http://www.refcards.com/
http://www.apache.org/
http://www.gunther.web66.com/FAQS/taintmode.html
http://www.w3.org/Security/Faq/www-security-faq.html
http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html
http://stason.org/TULARC/webmaster/myfaq.html
http://www.perl.com/CPAN/doc/FAQs/cgi/perl-cgi-faq.html

e DBl Homepage

[http://www.symbostoneorg/tecmology/perl/DBIJ

e DBI mailing list infor mation

|http://www.fugue.com/dHdi/

® DBI mailing list archives

|http://outside.organic.com/mail-archives/dbi-ugers/
|http://www.xray.mpe.mpg.de/mailing-lists/dbi/

® Persident connedions with mod_perl

|http://perl.apache.org/src/mod perl.html#PERENT DATABASE CONNECIONY

5.8 Get help with Squid - Inter net Object Cache

e Home page |http://squid.nlanr.ngt/

® FAQ -|http://squid.nlanr.net/Squid/FAQ/FAQ.himl

® Users Guide fhttp://squid.nlanr.net/Squid/Users-Gujde/

e Mailing lists -http://squid.nlanr.net/Squid/mailing-lists.hfml
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