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mod_perl tutorial: Getting Started Fast 1.1 mod_perl in Four Slides

1.1 mod_perlin Four Slides

Eachtutorial will concetrate on different aspects of running a mod_perl server and mod gregram
ming. In case you don't know how to get started with it, or you think itddffacult task, these slides will
take away any worries you might have had when you came ttrisl.

In just four slides you will be able to install acginfigure a mod_perl server. And, of course, to write ne
code and reuse tlexising code under mod_perl.

The four slides (sections) are:
® |nstalation
e Configuration
® The “mod_perl rules” Apache::Registi§cripts

® The “mod_perl rules” Apache Pellodule

1.2 What ismod_perl?

But before we go any further, there is a chance that you don’t know what mod_perl is. So let’s n
little introdudion to mod_perl.

Evenybody knows that Perl scripts running under mod_cgi hawmeousshortomngs There are many
of them, but codeeconpilation and Perintempreterloadingoveheadat each request is the hardest one
overcome

Among various attempts to improve on mod_cgt®rcomngs mod_perl has proved to be one of th
better ones and has been widely adopted by C@dvebpers Accordng to the
[http://perl.apache.org/netcrafdbout 412000 hosts use mod_perl. DddgcEactern fathered the core
code of this Apache module and licensed it undef Alntis tic License” as Perl itself.

mod_perl does away with mod_cgi's forking by reusingdkising child processes. In this new model
the child process doesn't exit anymore when it has processed a request. TiterPexieris loaded only
once, when the process is started. Sincerttegpreteris persisent throughout the processlifetime, all
code is loaded and compiled only once, the first time it is seen. This makebsduentrequests run
much faster becausaenthing is already loaded and compiled. RespomsEesig is now reduced to
running your code. This improves response times by a factor of 10 tald@nihg on the code being
executed.

Doug didn't stop here, he went and extended mod_#griigionality by adding a complete Perl API to
the Apache core. This makespibssble to write a complete Apache module in Perl, a feat that useg
require coding in C. From then on mod_perl enabledptiogranmer to handle all phases of reques
procesBg in Perl.

ake a

to

to

—

4 Mar 2000 5


http://perl.apache.org/netcraft/

1.3 Installation Stas Bekman

The new Perl API also allows complete sergenfiguration in Perl. This has which made the lives o

many serveradmiristrators much easier, as they could now benefit frdgmamcally geneatng the
configuration, freed from hunting for bugs in hugenfiguration files full of similar diredives for virtual
hosts and the like.

To providebackwvardscompatbility for plain CGI scripts that used to be run under mod_cgi, while s

benditing from a preloaded perl and modules, a few special handlers were writtealeaaty a differ-
entlevel of proximity to pure mod_perunctionality. Some take fuladvanageof mod_perl, while others
only a partial one.

mod_perl embeds a copy of the Piaterpreterinto the Apache httpd executabfgovidng complete
access to Pefunctionality within Apache. This enables a set of mod_perl-specdtitfiguration direc
tives all of which start with the string Perl*. Most, but not all, of thdgedives are used to specify
handlers for various phases of the request.

It might occur to you thadticking a large executable (Perl) into another large executable (Apache) m
a very, very large program. mod_perl certainly makes rsigificantly bigger and you will need more
RAM on yourprodudion server to be able to run many mod_perl processes, but in realgifudien is
different Since mod_perl processes requests much faster, the number of the processes needed t
the same request rate is much loneddive to the mod_cgi approactkeneally you need slightly more
memoryavailable and the speeinprovanentsyou will see are well worth every megabyte of memo
you can add.

Now let's get back to thAll-In-Four-Slides..

1.3 Installation

Did you know that it takes about 10 minutes to build and install a mod_perl enabled Apache servg
computer with a pretty averageocesorand a decent amount of system memory? It goes like this:

% cd /usr/src
% lwp-download http://www.apache.org/dist/apache x.x.x.tar.gz |
% lwp-download http://perl.apache.org/dist/mod perl-x.xx.tar.qz |
% tar xzvf apache_x.x.x.tar.gz
% tar xzvf mod_perl-x.xx.tar.gz
% cd mod_perl-x.xx
% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x
% make install

That's all!

® Of course you must replacex.x with the actual version numbers of the mod_perl and Apag
releases that youse.

—h

till

akes

o0 handle

y

¢ on a

he

6 4 Mar 2000


http://perl.apache.org/dist/mod_perl-x.xx.tar.gz
http://www.apache.org/dist/apache_x.x.x.tar.gz

mod_perl tutorial: Getting Started Fast 1.4 Configuration

e The GNUtar utility knows how tounconpressa gzipped tar archive (use th@ption).

All that's left is to add a feveonfiguration lines to ahttpd.conf an Apacheconfiguration file, start the
server and enjoy mod_perl.

1.4 Configuration

Add thefollowing to theconfiguration file httpd.conf

# for Apache::Registry mode
Alias /perl/ /home/httpd/perl/

PerlIModule Apache::Registry
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On
</Location>

This configuration causes every URdtartng with /perl to be handled by the Apache mod_perl module.
will use the handler from the Perl modélpache::Registry

1.5 The "mod_perl rules" Apache::Registry Scripts

You can write plain perl/CGlI scripts just as under mod_cgi:

mod_perl_rulesl.pl

print "Content-type: text/plain\r\in\r\n";
print "mod_perl rules\n";

Of course you can write them in the Apache Perl API:

mod_perl_rules2.pl

my $r = shift;
$r->send_http_header('text/plain’);
$r->print("mod_perl rules\n");

Save both files under thaome/httpd/pertiredory, make them executable anehdble by server, and
issue these requests using your favorite browser:

ttp://localhost/perl/mod perl rulesl.p
tp://localhost/perl/mod perl rules2.p

In both cases you will see on tfidlowing response:
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1.6 The "mod_perl rules" Apache Perl Module Stas Bekman

mod_perl rules!

1.6 The "mod_perl rules" Apache Perl Module

To create an Apache Perl module, all you have to do is to wrap the codenartdlar subrouine and
return the status to the server.

ModPerl/Rules.pm

use Apache::Constants;

sub handler{
my $r = shift;
$r->send_http_header('text/plain’);
print "mod_perl rulesh\n";
return OK;

}

Create airedory calledModPerl under one of théiredories in @ING and putRules.pminto it. Then
add thefollowing snippet tchttpd.conf

PerlModule ModPerl::Rules
<Location /mod_perl_rules>
SetHandler perl-script
PerlHandler ModPerl::Rules
</Location>

Now you can issue a request to:

|nttp://localhost/perl/mod perl rules |

and just as with oumod_perl_rules.pscripts you will see:

mod_perl rules!

as the response.

1.7 Is That All | Need To Know About mod_perl?

Definitely not!

These slides are intended to show you that you can install and start using a mod_perl server wi
minutes ofdowrloadng the sources.

There is much more to mod_perl than this, you will need to plan your study around the projects yo
to implement Fortunately, there are many resources and lots of help fraahjlableto you.

At the end of eactitorial you will find a chaptedescriling theavailableresources angointersto them.

thin 30
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mod_perl tutorial: Perl Reference 2.1 What we will learn in this chapter

2.1 What we will learn in this chapter
® TracingWarrings Reports
e my() Scopedvariablein NestedSubrouines
® When You Cannot Get Rid of The Inrfeubrodine
e use(), require(), do(), %INCand@INCExplained
e Using Globalariablesand Sharing Them Betwed&fodules/Paciiges
® The Scope of the Special P¥driables
e Compiled RegulaExpresions

® perldoc’s Rarely Known But Very Useful Options

2.2 Tracing Warnings Reports

Somdimesit’'s very hard toundestandwhat a warning i€omplairnng about. You see the source codg
but you cannotindestandwhy some specific snippet produces that warning. The mystery often re
from the fact that the code can be called fadifferentplaces if it's located insidesaibrotine.

Here is an example:

warnings.pl

#!/usr/bin/perl -w

correct();
incorrect();

sub correct{
print_value("Perl");

}

sub incorrect{
print_value();

}

sub print_value{
my $var = shift;
print "My value is $var\n";

}

In the code aboverint_value() prints the passed valuegrrect() passes the value to print ang
inincor rect () we forgot to pass it. When we run the script:

sults
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2.2 Tracing Warnings Reports Stas Bekman

% ./warnings.pl

we get the warning:

Use of uninitialized value at ./warnings.pl line 16.

Perl complains about amddined variable$var at the line that attempts to print its value:

print "My value is $var\n*;

But how do we know why it isinddined? The reason hembviously is that the callingunction didn’t
pass theargument But how do we know who was the caller? In our example there argpdssble
callers, in the general case there can be many of them, perhaps located in other files.

We can use thealler() function, which tells who has called us, but even that might not be enoygh:
it's possble to have a longer sequence of cakedbrodines and not just two. For example, here it is sub
third() which is at fault, and putting swaller() in subsecond() would not help us very much:

sub third{
second();

}

sub second{
my $var = shift;
first($var);

}
sub first{

my $var = shift;
print "Var = $var\n"

}

Thesoluion is quite simple. What we need is a full calls stack trace to the catlifgeredthe warning.

The Carp module comes to our aid with itduck()  funcdtion. Let's modify the script by adding a
couple of lines. The rest of the script is unchanged.

warnings2.pl

#!/usr/bin/perl -w

use Carp ();
local $SIG{__WARN__} =\&Carp::cluck;

correct();
incorrect();

sub correct{
print_value("Perl");

}

sub incorrect{
print_value();

}
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mod_perl tutorial: Perl Reference 2.3 my() Scoped Variable in Nested Subroutines

sub print_value{
my $var = shift;
print "My value is $var\n";

}
Now when we execute it, we see:
Use of uninitialized value at ./warnings2.pl line 19.

main::print_value() called at ./warnings2.pl line 14
main::incorrect() called at ./warnings2.pl line 7

Take a moment tandestandthe calls stack trace. The deepest calls are printed first. So the secon
tells us that the warning wasggeredin print_value(); the third, thatprint_value() was
called byincor rect () subrodine.

script => incorrect() => print_value()

We go intoincor rect () and indeed see that we forgot to passviir@ble Of course when you write
a subrotine like print_value it would be a good idea to check the passeumentsbeforestaring
execuion. We omitted that step to contrive an easily debugged example.

Sure, you say, | could find that problem by simipkgpedion of the code!

Well, you're right. But | promise you that your task would be qadmplicatedand timeconsuning if
your code has somtousandsof lines. Inaddiion, under mod_perl, certain uses of el opeitor
and “heredocuments are known to throw off Perl’s lineumbeimg, so the messagesporing warnngs
and errors can havecorrectline numbers.

Getting the trace helps a lot.

2.3 my() ScopedVariable in NestedSubroutines

Before we proceed let's make tlassumpon that we want to develop the code under shrct
pragma. We will uséexically scopedrariables(with help of themy() opetor) whereverit's possble.

2.3.1 The Poison

Let’'s look at this code:

nested.pl

#!/usr/bin/perl
use strict;

sub print_power_of_2 {
my $x = shift;

sub power_of 2 {
return $x ** 2;

}

d line
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2.3.2 The Diagnosis Stas Bekman

my $result = power_of_2();
print "$x~2 = $result\n”;

}

print_power_of_2(5);
print_power_of_2(6);

Don't let the weirdsubrodine names to fool you, therint_power_of_2() subrotine should print
the square of the passed number. Let’s run the code and see whether it works:

% ./nested.pl

502=25
672 =25

Ouch,somehing is wrong. May be there is a bug in Perl and it doesn’'t work correctly with numbe
Let’s try again using the 5 and 7:

print_power_of_2(5);
print_power_of_2(7);

And run it

% ./nested.pl

572 =25
72 =25

Wow, does it works only for 5? How about using 3 and 5:

print_power_of_2(3);
print_power_of_2(5);

and the result is:

% ./nested.pl

3M2=9
572=9

Now we start taindestand-only the first call to therint_power_of 2() function works correctly.
Which makes us think that our code has some kind of memory for results of thexdicgion, or it
ignores theargunentsin subsguentexecuions

2.3.2 The Diagnosis

Let's follow theguiddinesand use thew flag. Now execute the code:

14 4 Mar 2000



mod_perl tutorial: Perl Reference 2.3.2 The Diagnosis

% ./nested.pl

Variable "$x" will not stay shared at ./nested.pl line 9.
572 =25
672 =25

We have never seen such a warning message before and we doningestandwhat it means. The
diag nostics pragma will certainly help us. Let's prepend this pragma beforsttite  pragma in
our code:

#!/usr/bin/perl -w

use diagnostics;
use strict;

And execute it:
% ./nested.pl
Variable "$x" will not stay shared at ./nested.pl line 10 (#1)

(W) An inner (nested) named subroutine is referencing a lexical
variable defined in an outer subroutine.

When the inner subroutine is called, it will probably see the value of
the outer subroutine’s variable as it was before and during the

*first* call to the outer subroutine; in this case, after the first

call to the outer subroutine is complete, the inner and outer
subroutines will no longer share a common value for the variable. In
other words, the variable will no longer be shared.

Furthermore, if the outer subroutine is anonymous and references a
lexical variable outside itself, then the outer and inner subroutines
will never share the given variable.

This problem can usually be solved by making the inner subroutine
anonymous, using the sub {} syntax. When inner anonymous subs that
reference variables in outer subroutines are called or referenced,

they are automatically rebound to the current values of such

variables.

572 =25
6”2 =25

Well, now evengthing is clear. We have thaner subrodine power_of 2()  and theouter subrodine
print_power_of 2() in our code.

When the innepower_of_2()  subrodine is called for the first time, it sees the value of the ouf
print_power_of_2() subrodine's $x variable On subsguent calls the $x variable won't be
updated, no matter what the value of it in the osidarodine. There are two copies of t& variable no
longer a single one shared by the two routines.
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2.3.3 The Remedy Stas Bekman

2.3.3 The Remedy

The diag nostics pragma suggests that the problem can be solved by making thesidmedine
anonynous

An anonymoussubrouine can act as alosurewith respect tdexically scopedvariables Bastally this
means that if you definesaubrodine in apartiaular lexical context at gartiaular moment, then it will run
in that same context later, even if called from outside that context. The upshot of this is that wh
subrodine runs, you get the same copies of flegically scopedvariableswhich were visible when the
subrouine wasdefined. So you can pasggunentsto afunctiion when you define it, as well as when yol
invoke it.

Let’s rewrite the code to use thechmique

anonymous.pl

#!/usr/bin/perl
use strict;

sub print_power_of 2 {
my $x = shift;

my $func_ref = sub {
return $x ** 2;

%

my $result = &$func_ref();
print "$x"2 = $result\n"”;

}

print_power_of_2(5);
print_power_of_2(6);

Now $func_ref  contains aeferenceto ananonynousfunction, which we later use when we need t
get the power of two. (In Perl, fanction is the same thing assaibrodine.) Since it isanonynous the
function will autanaically be rebound to the new value of the outer scoeible $x, and the results
will now be as expected.

Let's verify:
% ./anonymous.pl

572 =25
6”2 = 36

Indeed,anonymouspl worked as we expected.

cn the
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mod_perl tutorial: Perl Reference 2.4 When You Cannot Get Rid of The Inner Subroutine

2.4 When You Cannot Get Rid of The InnerSubroutine

First you might wonder, why in the world will someone need to define an sulgouine? Well, for
example to reduce some of Perl's script stadupheadyou might decide to write a daemon that wil

compile the scripts and modules only once, and cache the pre-compiled code in memory. When some

script is to be executed, you just tell the daemon the name of the script to run and it will do the rest
it much faster.

Seems like an easy task, and it is. The only problem is once the script is compiled, how do you exe

and do

cute it?

Or let’s put it the other way: after it was executed for the first time and it stays compiled in the daemon

memory, how do you call it again? If you could getiaVebpersto code the scripts so each hasibrou
tine calledrun() that will actually execute the code in the script then you have half of the prob
solved.

But how does the daemon know to refer to some specific script if they all runmrathe name space?
One soluion might be to ask thdevebpersto declare a package in each and every script, and for

em

the

package name to be derived from the script name. However, since there is chance that there will he more

than one script with the same name besidng in different diredories then in order to prevent
name-spaceollisionsthediredory has to be a part of the package name too. And don't forget that s

Cript

may be moved from onéiredory to another, so you will have to make sure that the package name is

corrected every time the script gets moved.

But why enforce these strange rulesdavebpers when we can arrange for our daemon to do this work?

For every script that daemon is about to execute for the first time, it should be wrapped inside the p
whose name is constructed from the mangled path to the script sulgr@tine calledrun().  For
example if the daemon is about to execute the stmipthello.pi

hello.pl

#!/usr/bin/perl
print "Hello\n";

Prior to running it, the daemon will change the code to be:

wrapped_hello.pl

package cache::tmp::hello_2epl;

sub run{
#!/usr/bin/perl
print "Hello\n";

}

The package name is constructed from the piibhe:: , eachdiredory sepaation slash is replaced
with :: |, and nonalphanumeric chaaders are encoded so that for examplda dot) becomes2e (an
undescorefollowed by the ASCII code for a dot in hexpresertation).

ackage
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2.4.1 Remedies for Inner Subroutines Stas Bekman

% perl -e "printf "%x",ord(".")’

prints: 2e. Theundescoreis the same you see in URIhcodng whereY%charder is used instea(?o2B,
but sincebhas a special meaning in Perl (prefix of heafiable it couldn’t be used.

Now when the daemon is requested to execute the ggrpthello.pl all it has to do is to build the
package name as before based oriataion of the script and call itsuin()  subrodine:

use cache::tmp::hello_2epl;
cache::tmp::hello_2epl::run();

We have just written a partiptotatype of the daemon we desired. The only method rexwaining unde
fined is how to pass the path to the script to the daemon. This detalil is left to the readexexsisn

If you arefamiliar with the Apache::Registry module, you know that it works in almost the sam
way. It uses alifferent package prefix and the genefimction is calledhandler()  and notrun().
The scripts to run are passed through the HpiRocol's headers.

Now youundestandthat there are cases where your norsuddrodinescan become inner, since if your
script was a simple:

simple.pl

#!/usr/bin/perl
sub hello { print "Hello" }
hello();

Wrapped into aun() subrodine it becomes:

simple.pl

package cache::simple_2epl;

sub run{
#!/usr/bin/perl
sub hello { print "Hello" }
hello();

}

Therdore, hello() is an innersubrodine and if you have usenhy() scopedvariablesdefined and
altered outside and used insidgllo(), it won't work as you expedtartng from the second call, as
was explained in thprevioussection.

2.4.1 Remaliesfor Inner Subrouines

First of all there is nothing to worry about, as long as you don'’t forget to tumatmngs On. If you do
happen to have the “my() Scop¥driablein NestedSubrouines’ problem, Perl will always alert you.

Given that you have a script that has this problem, what are the ways to solve it? There are many
and we will discuss some of them here.

of them
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We will use theollowing code to show thdifferentsoluions

multirun.pl

#!/usr/bin/perl -w
use strict;

for (1..31
print "run: [time $_J\n";
run();

}

sub run {
my $counter = 0;

increment_counter();
increment_counter();

sub increment_counter{
$counter++;
print "Counter is equal to $counter \n";

}

} # end of sub run

This code executes then() subrodine three times, which in turimitializesthe $counter variableto
0, every time it executed and then calls the insdsrodine incre ment_counter() twice. Sub
incre ment_counter() prints$counter ’s value afteincrementng it. One might expect to see the
following output:

run: [time 1]
Counter is equal to 1!
Counter is equal to 2 !
run: [time 2]
Counter is equal to 1!
Counter is equal to 2 !
run: [time 3]
Counter is equal to 1!
Counter is equal to 2 !

But as we have already learned from pinevious sections, this is not what we are going to see. Inde
when we run the script we see:

% ./multirun.pl

4 Mar 2000 19
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Variable "$counter” will not stay shared at ./nested.pl line 18.
run: [time 1]

Counter is equal to 1!

Counter is equal to 2 !

run: [time 2]

Counter is equal to 3 !

Counter is equal to 4 !

run: [time 3]

Counter is equal to 5!

Counter is equal to 6 !

Obviously, the$counter variableis notreinitialized on eachexecuion of run(). It retains its value
from thepreviousexecuion, and subincre ment_counter()  incrementsthat.

One of the workarounds is to ugebally declaredrariables with thevars pragma.

multirunl.pl

#!/usr/bin/perl -w

use strict;
use vars qw($counter);

for (1..3)1
print “run: [time $_J\n";
run();

}

sub run {
$counter = 0;

increment_counter();
increment_counter();

sub increment_counter{
$counter++;
print "Counter is equal to $counter \n";

}

} # end of sub run

If you run this and the othepluions offered below, the expected output will peneated
% ./multirunl.pl

run: [time 1]
Counter is equal to 1!
Counter is equal to 2 !
run: [time 2]
Counter is equal to 1!
Counter is equal to 2 !
run: [time 3]
Counter is equal to 1!
Counter is equal to 2 !
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By the way, the warning we saw before has gone, and so has the problem, since tharg()s (hexi-
cally defined)variableused in the nestesibrouine.

Another approach is to use fulpuaified variables This is better, since less memory will be used, but
adds a typingvethead

t

multirun2.pl

#!/usr/bin/perl -w
use strict;

for (1..3)1
print "run: [time $_]\n";
run();

}

sub run {
$main::counter = 0;

increment_counter();
increment_counter();

sub increment_counter{
$main::counter++;
print "Counter is equal to $main::counter \n";

}

} # end of sub run

You can also pass thariable to thesubrouine by value and make thsubrodine return it after it was
updated. This adds time and memoreheads so it may not be good idea if thariable can be very
large, or if speed aéxecuion is an issue.

Don't rely on the fact that theariable is small during thalevebpment of the applicaion, it can grow
quite big insituationsyou don't expect. For example, a very simple HTML form text entry field can return

a few megabytes of data if one of your users is bored and wants to test how good is your code. |t's not
unconmmonto see users Copy-and-Paste 10Mb core dump files into a form’s text fields and then submit it
for your script to process.

multirun3.pl

#!/usr/bin/perl -w
use strict;

for (1..3)1
print "run: time $_]\n";
run();

}

sub run {
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my $counter = 0;

$counter = increment_counter($counter);
$counter = increment_counter($counter);

sub increment_counter{
my $counter = shift || 0 ;

$counter++;
print "Counter is equal to $counter \n";

return $counter;

}

} # end of sub run

Finally, you can useeferencesto do the job. The version afcre ment_counter()  below accepts a
referenceto the$counter variable andincrementsits value after firsterekrendng it. When you use a
reference thevariableyou use inside thiinction is phydcally the same bit of memory as the one outside
thefunction. Thistechiqueis often used to enable a calkediction to modify variablesin a callingfunc-

tion.

multirun4.pl

#!/usr/bin/perl -w
use strict;

for (1..3)1
print "run: [time $_]\n";
run();

}

sub run {
my $counter = 0;

increment_counter(\$counter);
increment_counter(\$counter);

sub increment_counter{
my $r_counter = shift || 0;

$$r_counter++;
print "Counter is equal to $$r_counter \n";

}

} # end of sub run

Here is yet another and more obscreterenceusage. We modify the value 8tounter inside the
subrouine by using the fact thatariablesin @ _are aliases for the actual scgbarangters Thus if you
called afunction with two arguments those would be stored $ [0] and$ [1] . In partialar, if an
element$_[0] is updated, theorrespondng argumentis updated (or an error occurs if it is ngdat

able.
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multirun5.pl
#!/usr/bin/perl -w
use strict;

for (1..31
print "run: time $_]\n";
run();

}

sub run {
my $counter = 0;

increment_counter($counter);
increment_counter($counter);

sub increment_counter{
$_[0]++;
print "Counter is equal to $_[0] \n";

}

} # end of sub run
Now you have at least five workarounds to choose from.

For moreinformation please refer to perlref and perlsub manpages.

2.5 use(),require(), do(), %INC and @INC Explained
2.5.1 The @INCarray

@INCis a special Penariable which is theequivalent of the shellsPATH variable WhereasPATH
contains a list oflirecoriesto search foexecutbles @INCcontains a list oflirectories from which Perl
modules and libraries can be loaded.

When youuse(), require() ordo() afilenameor a module, Perl gets a listdifedories from the
@INCvariableand searches them for the file it was requested to load. If the file that you want to Ig

not located in one of the listatiredories you have to tell Perl where to find the file. You can either

provide a pathelative to one of thaliredoriesin @ING or you can provide the full path to the file.

2.5.2 The %INC hash

%INC is another special Pevhriable that is used to cache the names of the files and the modules
weresucceshilly loaded and compiled hyse(), require() ordo() funcions Beforeattemping

to load a file or a module, Perl checks whether it's already ifGINC hash. If it's there, the loading and
therdore the compiation are not performed at alDthewise the file is loaded into memory and ar
attempt is made to compiled it.
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2.5.2 The %INC hash Stas Bekman

If the file is succeshully loaded and compiled, a new key-value pair is addedItddC The key is the
name of the file or module as it was passed to the one of thefuhtiens we have just mentioned, and
if it was found in any of th@INCdiredoriesexcept'." the value is the full path to it in the file system.

Thefollowing exanpleswill make it easier teindestandthe logic.

First, let's see what are the contentg@iNCon my system:
% perl -e "print join "\n", @INC’
lusr/lib/perl5/5.00503/i386-linux
Jusr/lib/perl5/5.00503

lusr/lib/perl5/site_perl/5.005/i386-linux
lusr/lib/perl5/site_perl/5.005

Notice the. (currentdiredory) is the lasdiredory in the list.

Now let’s load the modulstrict.pm and see the contents%iNC
% perl -e 'use strict; print map {"$_ => $INC{$_}\n"} keys %INC’
strict.pm => /usr/lib/perl5/5.00503/strict.pm

Sincestrict.pm was found inusr/lib/perl5/5.00503Hiredory and/ustr/lib/perl5/5.00503is a part of
@ING %INCincludes the full path as the value for the k&jct.pm

Now let's create the simplest module/imp/test.pm

It does nothing, but returns a true value when loaded. Now let's loadifféarentways:

% cd /tmp
% perl -e 'use test; print map {"$_ => SINC{$_}\n"} keys %INC’

test.om => test.pm

Since the file was founctlative to. (the currendiredory), therelaive path is inserted as the value. If we
alter @ING by addingtmpto the end:
% cd /tmp
% perl -e 'BEGIN{push @INC, "/tmp"} use test; \
print map {"$_ => $INC{$_}\n"} keys %INC’

test.pom => test.om

Here we still get theelaive path, since the module was found firskaive to "." . Thediredory /tmp
was placed after in the list. If we execute the same code frowiifeerent diredory, the"." diredory
won't match,
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2.5.2 The %INC hash

% cd/
% perl -e 'BEGIN{push @INC, "/tmp"} use test; \
print map {"$_ => $INC{$_}\n"} keys %INC’

test.pm => /tmp/test.pm

so we get the full path. We can also prepend the pathunghift(),
before"." andtherdore we will get the full path as well:

% cd /tmp
% perl -e 'BEGIN{unshift @INC, "/tmp"} use test; \
print map {"$_ => $INC{$_}\n"} keys %INC’
test.pm => /tmp/test.pm

The code:
BEGIN{unshift @INC, "/tmp"}

can be replaced with the more elegant:

use lib "tmp";

Which executes the BEGIN block above exactly.

These approaches toodifying @INCcan be labointersive, since if you want to move the script aroun
in the file-system you have to modify the path. This can be painful, for example, when you move

scripts fromdevebpmentto aprodudion server.

so it will be used fomatchng

There is a module calldeindBin  which solves this problem in the plain Perl world, bofortunately it

doesn’t work correctly under mod_perl.

If you use this module, you don't need to write a hard coded patHolldwing snippet does all the work

for you (the file is'tmp/load.p):

#!/usr/bin/perl

use FindBin ();

use lib "$FindBin::Bin";

use test;

print "test.om => $INC{’test.pm’\n";

In the above examplgFindBin::Bin is equal totmp. If we move the scripgpomeavhereelse... e.g.

/tmp/xin the code abov@FindBin::Bin equalghome/x
% /tmp/load.pl

test.pm => /tmp/test.pm

o
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2.5.3 Modules, Libraries and Files

Stas Bekman

Just like withuse lib but no hard coded path required.

As I've mentioned earliefindBin  will not work in the mod_pernvironment since it's a module and
as any module it's loaded only once. So the first script using it will have all the settings correct, b

rest of the scripts will not if located indiferentdiredory from the first.

2.5.3 Modules,Libraries andFiles
Before we proceed, let's define what we meamioyglule andlibrary or file.
® The Library or the File
A file which contains persubrodinesand other code.
It geneally doesn’t include a packagleclaation.
Its laststatenentreturns true.
It can be named in any way desired, gpemeally its extersionis .pl or .ph

Exanples

config.pl

$dir = "/home/httpd/cgi-bin";
$cgi = "/cgi-bin";
1

mysubs.pl

sub print_header{
print "Content-type: text/plain\r\n\r\n";
L
e the Module

A file which contains pesubrodinesand other code.
It geneally declares a package name atligiming of it.
Its laststatenentreturns true.
The namingconvertion requires it to have gpmextersion

Example:

ut the

26
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MyModule.pm

package My::Module;
$My::Module::VERSION = 0.01;
sub new{ return bless {}, shift;}

END { print "Quitting\n"}
1

2.5.4 require()

require() reads a filecontaining Perl code and compiles it. Befaatemping to load the file it looks
up theargumentin %INCto see whether it has already been loaded. If it reagiire() just returns
without doing a thingOthewise an attempt will be made to load and compile the file.

require() has to find the file it has to load. If tegumentis a full path to the file, it just tries to read
it. For example:

require "/home/httpd/perl/mylibs.pl";

If the path igrelaive, require() will attempt to search for the file in all thiiredorieslisted in@INC
For example:

require "mylibs.pl";

If there is more than oneccurenceof the file with the same name in theedories listed in @INCthe
first occurencewill be used.

The file must returMRUE as the lasstatenentto indicatesucceshul exection of anyinitialization code.
Since you never know what changes the file will go through in the future, you cannot be sure that t
statenentwill always returnTRUE That's why thesuggetion is to put* 1; " at the end of file.

Although you should use the rddénamefor most files, if the file is a module, you may use fiiow-
ing convertion instead:

require My::Module;
This is equal to:
require "My/Module.pm®;

If require() fails to load the file, either because it couldn't find the filguimesion or the code failed
to compile, or it didn't returTRUE then the program wouldie().  To prevent this theequire()
statenentcan be enclosed into aval()  block, as in this example:

he last
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require.pl

#!/usr/bin/perl -w
eval { require "ffile/that/does/not/exists"};
if $@) {

print "Failed to load, because : $@"

print "\nHello\n";

When we execute the program:
% ./require.pl
Failed to load, because : Can't locate /file/that/does/not/exists in
@INC (@INC contains: /ust/lib/perl5/5.00503/i386-linux
Jusr/lib/perl5/5.00503 /usr/lib/perl5/site_perl/5.005/i386-linux
lusr/lib/perl5/site_perl/5.005 .) at require.pl line 3.

Hello

We see that the program diddie(), becausdlello was printed. Thigrick is useful when you want to
check whether a user has some module installed, but if she hasn't iti#ticat, perhaps the program car
run without this module with reducdgnctionality.

If we remove theeval()  part and try again:
require.pl

#!/usr/bin/perl -w

require "ffile/that/does/not/exists";
print "\nHello\n";

% ./requirel.pl
Can't locate ffile/that/does/not/exists in @INC (@INC contains:
lusr/lib/perl5/5.00503/i386-linux /usr/lib/perl5/5.00503

lustr/lib/perl5/site_perl/5.005/i386-linux
lusr/lib/perl5/site_perl/5.005 .) at requirel.pl line 3.

The program justlie()s in the last example, which is what you want in most cases.

For moreinformation refer to theperfunc manpage.

2.5.5 use()

use(), justlikerequire(), loads and compiles fileontairing Perl code, but it works with modules
only. The only way to pass a module to load is by its module name and filen#sne If the module is
located inMyCode.pmthe correct way tase() itis:
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use MyCode

and not;

use "MyCode.pm"

use() trandatesthe passedrgumentinto a file nameepladng :: with/ andappendhg .pmat the end.
SoMy::Module becomedy/Module.pm

use() is exactlyequivalentto:

BEGIN { require Module; import Module LIST; }

Intemally it callsrequire() to do the loading andompiation chores. Whemequire() finishes its
job,import() s called unles§) is the secondrgument Thefollowing pairs areequivalent

use MyModule;
BEGIN {require MyModule; import MyModule; }

use MyModule gw(foo bar);
BEGIN {require MyModule; import MyModule ("foo","bar"); }

use MyModule ();
BEGIN {require MyModule; }

The first pair exports the default tags. This happens if the modulé@dex$?ORT0 a list of tags to be
exported by default. The module manpggeeally describes what modules are exported by default.

The second pair exports all the tags passearg@snents No default tags are exported unlesglictly
told to.

The third pair describes the case where the caller does not want any symbols to be imported.

import() is not a builtinfunction, it's just anordinary static method call into thé MyModile
package to tell the module to import the list of features back into the current package. See the E
manpage for mormformation.

When you write your own modules, alwagsmentber that it's better to us@EXPORT_Oikstead of
@EXPORTEince the former doesn’t export symbols unless it was asked to. Exports polhaentngace
of the module user. Also avoid short or common symbol names to reduce the risk of name clashes.

When fundtions and variables aren’t exported you can still access them using their full names,
$My::Module::bar or $My::Module::foo() . By convertion you can use a leadinghdescore
on names tinformally indicatethat they arénternal and not for public use.

There’s acorrespondng “ no” command that un-imports symbols imported e, i.e., it callsunim -
port Module LIST instead ofmport()

xporter

ike
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2.5.6 do()

While do() behaves almostertically to require(), it reloads the fileuncorditionally. It doesn’t
check%INCto see whether the file was already loaded.

If do() cannot read the file, it returnsxdef and set$! to report the error. Iflo() can read the file
but cannot compile it, it returngndef and sets an error message$i@ If the file is succeskllly
compiled,do() returns the value of the lastpresionevauated

2.6 Using Global Variablesand Sharing Them Between
Modules/Packages

2.6.1 Making VariablesGlobal

When you first wrotéx in your code you created a globaliable It is visibleeverywherein the file you
have used it. If you defined it inside a package, it is visible inside the package. But it will work only if
do not usestrict pragma and yolHAVE to use this pragma if you want to run your scripts und
mod_perl. Read th&trict  pragma manpage to find out why.

2.6.2 Making VariablesGlobal With strict PragmaDn

First you use :

use strict;

Then you use:

use vars gw($scalar %hash @array);

Staring from this moment th&ariablesare global only in the package where you defined them. If y
want to share globatariablesbetweerpackages here is what you can do.

2.6.3 Using Exporter.pm to Share Globalariables

Assume that you want to share @&l.pm object (I will use$q) between your modules. For examplg
you create it irscript.pl , but you want it to be visible ikly::HTML . First, you maké&q global.

script.pl:

use vars qw($q);

use CGil;

use lib qw(.);

use My::HTML qw($q); # My/HTML.pm is in the same dir as script.pl
$q = new CGl,

My::HTML::printmyheader();

you
er
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Note that we have importekt] from My::HTML . And My::HTML does the export &q:

My/HTML.pm

package My::HTML;
use strict;

BEGIN {
use Exporter ();

@My::HTML::ISA = gw(Exporter);
@My::HTML:EXPORT = qw();
@My::HTML::EXPORT_OK = qw($q);
}

use vars qw($q);

sub printmyheader{
# Whatever you want to do with $g... e.g.
print $g->header();

}

1
So the$q is shared between tivdy::HTML package andcript.pl . It will work vice versa as well, if
you create the object My::HTML but use it irscript.pl . You have true sharing, since if you chang
$q in script.pl , it will be changed iMy::HTML as well.

What if you need to shafiy between more than twmaclkage® For example you want My::Doc to sharg
$q as well.

You leaveMy::HTML untouched, and modifscript.plto include:

use My::Doc qw($q);

Then you writeMy::Doc exactly likeMy::HTML - except of course that the contendliiferent:).

Onepossble pitfall is when you want to uddy::Doc in bothMy::HTML andscript.pl Only if you add
use My::Doc qw($q);

into My::HTML will $g be sharedOthemwise My::Doc will not share$qg any more. To make things
clear here is the code:

173
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script.pl:

use vars qw($q);
use CGl;

use lib gw(.);

use My::HTML qw($q); # My/HTML.pm is in the same dir as script.pl

use My::Doc qw($q); # Ditto
$gq = new CGI;

My::HTML::printmyheader();

package My::HTML;
use strict;

BEGIN {
use Exporter ();

@My::HTML::ISA = gw(Exporter);
@My::HTML:EXPORT = qw();
@My::HTML::EXPORT_OK = qw($q);

}

use vars  qw($q);
use My::Doc qw($q);

sub printmyheader{
# Whatever you want to do with $g... e.g.
print $g->header();

My::Doc::printtitle('Guide’);

package My::Doc;
use strict;

BEGIN {
use Exporter ();

@My::Doc::ISA = gw(Exporter);
@My::Doc::EXPORT = qw();
@My::Doc::EXPORT_OK = qw($q);
}

use vars qw($q);

sub printtitle{
my $title = shift || 'None’;

32
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print $g->h1($title);

2.6.4 Usingthe PerlAliasing Feature to Share GlobaVariables

As the title says you can importvariableinto a script or module without usiréxporter.pm . | have
found it useful to keep all theonfiguration variablesin one moduleMy::Config . But then | have to
export all thevariablesin order to use them in other modules, which is bad for two reapoligting
other paclkages name spaces with extra tags which increase the meregujiranents and adding the
ovelheadof keeping track of whatariablesshould be exported from tl@nfiguration module and what
imported, for som@artiaular package. | solve this problem by keeping all ¥hgablesin one haskoc
andexporing that. Here is an example lglfy::Config

package My::Config;

use strict;

use vars qw(%c);

%c = (
# All the configs go here
scalar_var => 5,

array_var => |
foo,
bar,

1,

hash_var =>{
foo => 'Foo’,
bar => 'BARRR’,
3
);
1

Now in packagesthat want to use theonfiguration variablesl have either to use the fuluaified names
like $My::Config::test , which | dislike or import them as described in firevious section. But
hey, since we have only orariableto handle, we can make things even simpler and save the loadir]
the Exporter.om  package. We will use the Pealiasng feature forexporing and saving the
keystrokes:

package My::HTML;
use strict;
use lib gw(.);
# Global Configuration now aliased to global %c
use My::Config (); # My/Config.pm in the same dir as script.pl
use vars qw(%c);
*c = \%My::Config::c;

# Now you can access the variables from the My::Config
print $c{scalar_val};
print $c{array_val}[0];
print $c{hash_val}{foo};
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Of course$c is globaleverywhereyou use it as described above, and if you changenievhereit will
affect any othepackagesyou have aliasefiMy::Config::c to.

Note that aliases work either with globallocal()  vars - you cannot write:
my *c = \%My::Config::c;

Which is an error. But you can write:
local *c = \%My::Config::c;

For moreinformation aboutaliasng, refer to the Camel book, second edition, pages 51-52.

2.7 The Scope of the Special PeNariables

Special Perlariableslike $| (buffering), $ T (time), $"W (warnings), $/ (input recordsepaator), $\
(output recordsepaator) and many more are all globariables This means that you cannot scope the
with my(). Only local() is permited to do that. Since the child server doesn’t usually exit, if in o
of your scripts you modify a globa&hariableit will be changed for the rest of the process’ life and wi
affect all the scripts executed by the same process.

We will demorstratethe case on the input recoseépaator variable If you unddine this variable a
diamondopestor will suck in the whole file at once if you have enough memBgmenbering this you
should never write code like the example below.

$/ = undef;
open IN, "file" ....

# slurp it all into a variable
$all_the_file = <IN>;

The proper way is to havedacal() keyword before the specigriableis changed, like this:

local $/ = undef;
open IN, "file" ....

# slurp it all inside a variable
$all_the_file = <IN>;

But there is a catclocal()  will propagatethe changed value to any of the code below it. mbdified
value will be in effect until the scriperminates unless it is changed agaiomeavhereelse in the script.

A cleaner approach is to enclose the whole of the code that is affectednbydiied variablein a block,
like this:

{

local $/ = undef;
open IN, "file" ....
# slurp it all inside a variable
$all_the_file = <IN>;
}

m
ne
Il
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That way when Perl leaves the block it restoresotigenal value of theb/ variable and you don’t need
to worry elsavherein your program about its value being changed here.

2.8 Compiled Regular Expressions

When using a regulaxpresionthat contains amtempadatedPerlvariable if it is known that thevariable
(or variableg will not change during thexecuion of the program, atardardoptimization techiqueis to
add thelo modffier to the regexp pattern. This directs the compiler to buildntieenal table once, for the
entirelifetime of the script, rather than every time the pattern is executed. Consider:

my $pat = '*oo$’; # likely to be input from an HTML form field
foreach( @list ) {

print if /$pat/o;
}

This is usually a big win in loops over lists, or when ugjrgp() ormap() opetors.

In long-lived mod_perl scripts, however, thariable can changaccordng to theinvocation and this can
pose a problem. The firgtvocation of a fresh httpd child will compile the regex and perform the sea
correctly. However, alsubsguentuses by that child will continue to match tdginal pattern,regard

lessof the current contents of the Pedriablesthe pattern is supposed to depend on. Your script Wi

appear to be broken.
There are twaoluionsto this problem:

The first is to useeval g// , to force the code to bevaliatedeach time. Just make sure that the ev
block covers the entire loop pfocessig, and not just the pattern match itself.

The above codagmentwould berewritten as:

my $pat = 'foo$’;
eval gf
foreach( @list ) {
print if /$pat/o;
}
}

Just saying:

foreach( @list ) {
eval g{ print if /$pat/o; };
}

is going to be &orribly expersive propasition.

You can use this approach if you require more than one pattern opetetor in a given section of code.
If the section contains only ormpestor (be it anm// ors/// ), you can rely on thproperty of the null
pattern, that reuses the last pattern seen. This leads to the sektiod, which alsceliminatesthe use of
eval.

ch
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The above codfagmentbecomes:

my $pat = '~oo$’;
"something" =~ /$pat/; # dummy match (MUST NOT FAIL!)
foreach( @list ) {
print if //;
}

The only gotcha is that the dummy match that boots the regxaesion engine musabsdutely, posk
tively succeedpthemwise the pattern will not be cached, and the will match eventhing. If you can't
count on fixed text to ensure the match succeeds, you haymssbilities

If you canguaiarteethat the pattermariable contains naneta-chaamders(things like *, +, #, $...), you can
use the dummy match:

"$pat” =~ NQ$pat\E/; # guaranteed if no meta-characters present

If there is apossbility that the pattern can contaimeta-chaaders you should search for the pattern o
thenon-searcable\377chalader as follows:

"\377" =~ [$pat|M\377%/; # guaranteed if meta-characters present
Another approach:

It depends on theomplexty of the regexp to which you apply thecmique One common usage wherg
a compiled regexp is usually moefficientis to* match any one of a group patterns over and over
again.

Maybe with a helper routine, it's easierremenber. Here is one slightlynodified from Jeffery Friedl’s
example in his book Masteing RegeX.

HHHHHHH R R H R R
# Build_MatchMany_Function
# -- Input: list of patterns
# -- Output: A code ref which matches its $_[0]
# against ANY of the patterns given in the
# "Input”, efficiently.
#
sub Build_MatchMany_Function {
my @R =@_;
my $expr = join ’||’, map { \$_[0] =~ mA$R[$_J/0"} (0..$#R );
my $matchsub = eval "sub { $expr }*;
die "Failed in building regex @R: $@" if $@;
$matchsub;

}
Example usage:

@some_browsers = qw(Mozilla Lynx MSIE AmigaVoyager Iwp libwww);
$Known_Browser=Build_MatchMany_Function(@some_browsers);

=
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while (<KACCESS_LOG>) {
#..
$browser = get_browser_field($_);
if (! &$Known_Browser($browser) ) {
print STDERR "Unknown Browser: $browser\n";

}
#...

}

2.9 perldoc’s Rarely Known But Very Useful Options

First of all, | want to stress that you cannot become a Perl hacker without knowing how to relmduer
mertation and search through it. Books are good, but an easilgsible andsearclable Perlreferenceis
at yourfingettips and is a great time saver.

While you can use online Patbcunertation at the Web, theerldoc  utility provides you with access
to thedocumertation installed on your system. To find out what Perl manpagesvaitbleexecute:

% perldoc perl

To find whatfunctions perl has, execute:
% perldoc perlfunc

To learn the syntax and to firckanplesof a specifidunction, you would execute (e.g. fopen() ):
% perldoc -f open

Note: In perl5.00503 and earlier, there is a bug in this andgtheptions ofperldoc . It won't call
pod2man, but will display the section in POD format instead. Despite this bug it'sestithbleand very
useful.

To search through the Perl FAQ@erlfag manpage) sections you would (e.g for thygen keyword)
execute:

% perldoc -q open
This will show you all thenatching Q&A sections, still in POD format.

To read thgerldocmanpage you execute:

% perldoc perldoc
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3 CGI to mod_perl Porting. mod_perl Codingguide-
lines.
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3.1 What we will learn in this chapter
® Before you start to code
® Exposng Apache::Registry secrets
® Someaimesit Works,Somdimesit Doesn’t
e @INCand mod_perl
® Reloadng Modules and Required Files
® Namecollisionswith Modules and libs
e END__and _ DATA__ tokens
® QOutput from system calls
e Usingformat() andwrite()
e Terminaing requests and processes, élx@()  andchild_termi nate () fundions
e die() and mod_perl
® |/O isdifferent
e STDIN, STDOUT and STDERR streams
® GlobalVariablesPersisance
e Geneating correct HTTP Headers
e NPH (Non Parsed Headers) scripts
® BEGIN blocks
® END blocks
e Command line Switches (-w, -T, etc)
® The strict pragma
e Passing ENWariablesto CGlI
® Apache and syslog

e Filehardlersand lockdeakages
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® The Script Is Too Dirty, But It Does The Job And | Cannot Afford To Rewrite It.

® Apache::PerlRun--a closer look

3.2 Before you start to code

It can be a good idea to tighten up some of your pagranming pradices since mod_perl doesn’t
toleratesloppyprogramming.

This chapter relies on a certain level of Rerbwledge Please read through tRerl Refeencechapter
and make sure you know theateial covered there. This will allow me tmwncefrateon pure mod_perl
issues and make them mgne@minentto theexpeincedPerlprogrammer, which wouldothemwise be lost
in the sea of Pebaclgroundnotes.

Additional resources:
® Perl Module Mechanics

This page describes tmeechaics of creaing, compiling, releaing, andmaintaining Perl modules.
|http://world.std.com/~swmcd/steven/perl/module merdsamml

Theinformation is veryrelevantto a mod_pertievebper.
® The EagleBook

“Writing Apache Modules with Perl and C” is a “must have” book!

See the details fittp://www.modperl.com

® "Program ming Perl" Book

® "Perl Cookbook" Book

3.3 Exposang Apache::Registrysecrets

Let's start with some simple code and see what can go wrong with it, detect bugs and debug them,
possble pitfalls and how to avoid them.

| will use a simple CGI script, thatitializesa $counter to 0, and prints its value to the screen whil
incremening it.

counter.pl:

#!/usr/bin/perl -w
use strict;

print "Content-type: text/plain\r\in\r\n";

my $counter = 0;
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for (1..5) {
increment_counter();

}

sub increment_counter{
$counter++;
print "Counter is equal to $counter \r\n";

}
You would expect to see the output:

Counter is equal to 1!
Counter is equal to 2 !
Counter is equal to 3 !
Counter is equal to 4 !
Counter is equal to 5 !

And that's what you see when you execute this script the first time. But let’s reload it a few times. ..
suddenly after a few reloads the counter doesn't start its count from 1 any more. We continue to
and see that it keeps on growing, but not steatlilsing almost randomly at 10, 10, 10, 15, 20... Weird..

Counter is equal to 6 !
Counter is equal to 7!
Counter is equal to 8!
Counter is equal t0 9!
Counter is equal to 10!

We saw twoanomadies in this very simple scriptynexpectedincrementof our counter over 5 aridcon
sigentgrowth over reloads. Letigvedigatethis script.

3.3.1 The First Mystery

First let's peek into therror_log  file. Since we have enabled tharningswhat we see is:

Variable "$counter” will not stay shared
at /home/httpd/perl/conference/counter.pl line 13.

The Variable "$counter" will not staysharedwarning isgeneated when the script contains a named

nestedsubrouine (a notanonynoussubrotine defined inside anotheubrouine) that refers to &xically
scopedvariabledefined outside this nestsdbrouine.

Add’use diag nostics ;’to see the long version of the warning.

Do you see a nested namagbrodine in my script? | don’t! What's going on? Maybe it's a bug? an
wait, maybe the peihterpretersees the script in different way, maybe the code goes through so
changes before #ctually gets executed? The easiest way to check whatially happeimg is to run the
script with adebugjer.
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3.3.1 The First Mystery Stas Bekman

But since we must debug it when it's being executed by the webserver, a delbugler wouldn't help,

because thdebugyer has to be invoked from within the webserver. Luckily DMacEackern wrote the

Apache::DB module and we will use it to debug my script. Whilgache::DB allows you to debug
the codenteradively, we will do itnon-inteadively.

Modify thehttpd.conf  file in thefollowing way:

PerlSetEnv PERLDB_OPTS "NonStop=1 Linelnfo=/tmp/db.out AutoTrace=1 frame=2"
PerlIModule Apache::DB
<Location /perl>
PerlFixupHandler Apache::DB
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
PerlSendHeader On
</Location>

Restart the server and issue a requesbtmter.plas before. On the surface nothing has changed--we
see the correct output as before, but two things happenedhadkigound

First, the file/tmp/db.outwas written, with a complete trace of the code that was executed.

Secondgerror_log now contains the real code that veasually executed. This is produced as a side effe
of reporing theVariable "$counter” will not stay sharedt... warning that we saw earlier.

Here is the code that wastwally executed:

package Apache::ROOT::perl::conference::counter_2epl;
use Apache gw(exit);
sub handler {

BEGIN {
W =1;
3
W =1,

use strict;
print "Content-type: text/plain\r\n\r\in";
my $counter = 0;

for (1..5) {
increment_counter();

}

sub increment_counter{
$counter++;
print "Counter is equal to $counter \r\n";
}
}

still
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The original code wasn't idented. I've idented it for you to stress that the code was wrapped insig
handler()  subrodine.

What do we learn from this?

First, that every cgi script is cached under a package whose name is formed fApadhe::ROOT::
prefix and therelaive part of the script's URLperl::confer ence ::counter_2epl ) by replac
ing all occurencesof / with :: . That's how mod_perl knows what script should be fetched from
cache--each script is just a package with a sisigieouine namedhandler

Second, you see now why thdiag nostics pragma talked about an inner (nestexjbrou
tine-incre ment_counter isactwlly a nestedubrodine.

With mod_perl, eaclsubrouine in every Apache::Registry script is nested inside tHeandler
subrodine.

It's important to undestand that the inner subroudine effect happens only with code tha

Apache::Registry wraps with adeclaation of thehandler subrodine. If you put your code into a
library or module, which the main scrifgquire()’s oruse()’s, this effect doesn’t occur.
For example if we put theubrouine incre ment_counter() into mylib.pl , save it in the same

diredory as the main script anequire() it, there will be no problem at all. (Don't forget the at
the end of the library or thequire() might fail.)

mylib.pl:

sub increment_counter{
$counter++;
print "Counter is equal to $counter \r\n";

}
1

counter.pl:

#!/usr/bin/perl -w

use strict;
require "./mylib.pl";

print "Content-type: text/plain\r\in\r\n";
my $counter = 0;

for (1..5) {
increment_counter();

}

Persoally, unless the script is very short, | tend to write all the co@éxtieinal libraries, and to have only
a few lines in the main scripGeneally the main script simply calls the mafanction of my library.

Usually | call itinit() . | don’t worry about nestedubrouine effects anymore (unless | create ther
myself ).
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3.3.2 The Second Mystery Stas Bekman

The sectiorRemeéiesworking for InnerSubrodine from thePerl Refeencechapter discusses some of th
possble workarounds for this problem.

You shouldn’t bantimidatedby this issue at all, since Perl is your friend. Just keepvéiteings mode
On and Perl will gladly tell yowvhereveryou have this effect, by saying:

Variable "$counter" will not stay shared at ...[snipped]
Just don’t forget to check yoerror_logfile, before going intgrodudion!

By the way, the above example was pretty boring. In my first days of using mod_perl, | wrote a g
userregidration program. I'll give a very simpleepresenation of this program.

use CGl;

$g = new CGl,

my $name = $g->param(’name’);
print_respond();

sub print_respond{
print "Content-type: text/plain\r\n\r\n";
print "Thank you, $name!";

}

My boss and | checked the program atdegebpmentserver and it worked OK. So we decided to put|i

in produdion. Everything was OK, but my boss decided to keepcbeckng by submiting variations of
his profile. Imagine the surprise when afsetbmiting his name (let's say “The Boss” :), he saw thé
response “Thank you, Stas Bekman!"”.

What happened is that | tried tpeodudion system as well. | was new to mod_perl stuff, and was
excited with the speeidhprovementthat | didn't notice the nestesibrodine problem. It hit me. At first |

thought that maybe Apache had started to confos@etions, returring responses from other people’s
requests. | was wrong of course.

Why didn’t we notice this when we were trying tbeftware on ourdevebpmentserver? Keep reading
and you willundestandwhy.

3.3.2 The SecondMlystery

Let’s return to oumriginal example and proceed with the second mystery we noticed. Why did we
incorsigentresults ovenumepusreloads?

That's very simple. Every time a server gets a request to process, it hands it over onehddre
geneally in a round robin fashion. So if you have 10 hitbddrenalive, the first 10 reloads might seen
to be correct because the effect we've just talked about starts to appear from thersécoowition.
Subsguentreloads then returmne)pectedresults.

Moreover, requests can appear at random ehitren don’t always run the same scripts. At any give
moment one of thehildrencould have served the same script more times than any other, and anothe
never have run it. That's why we saw the stramgieavor.
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Now you see why we didn’t notice the problem with the wegidration system in the example. First, we
didn’t look at theerror_log . (As a matter of fact we did, but there were so maagnngsin there that
we couldn't tell what were thienportant ones and what were not). Second, we had too many ssriler
drenrunning to notice the problem.

A workaround is to run the server as a single process. You achieve thi@kiyng the server with theX
parangter (httpd  -X). Since there are no other serv@sildrer) running, you will see the problem on
the second reload.

But before that, let therror_log  help you detect most of tip@ssble errors--most of thevarnngs can
become errors, so you should make sure to check every warning that is detected by pextghlydyou
should write the code in such a way thatwernngs appear in therror_log . If your error_log
file is filled up with hundreds of lines on every scriptocation, you will havediffi culty noticdng and
locaing realprodems

Of course none of therarnngs will be reported if the warninghectanismis not turnedon. Refer to the
“ Warnngs Explained section from thePerl Refeencechapter to learn aboutarnngsin general and to
the* Warnngs’ section in this chapter to learn how to turn them on and off under mod_perl.

3.4 Somdimes it Works, Somdimes it Doesn’t

When you start running your scripts under mod_perl, you mightyfiadself in a situation where a script
seems to work, bigomeimesit screws up. And the more it runs without a restart, the more it screws
Often the problem is easily detectable antiable You have to test your script under a server running
single process modattpd  -X).

Geneally the problem you have is of using globariables Because globalariablesdon’t change from
one scripinvocadion to another unless you change them, you can find your scripts do strange things.

Let's look at three real worldxanples

3.4.1 An EasyBreak-in

The first example is amazing--Web Services. Imagine that you enter some site where you have an &
perhaps a free email account. Now you want to see other users’ mail.

You type in ausenameyou want to peek at and a dumpgssvord and try to enter the account. On som
services this will work!!!

You say, why in the world does this happen? The answer is si@loleal VVari ables You have entered
the account of someone who happened to be served by the same server child as you. Because
programming, a globalvariable was not reset at thgegiming of the program and voila, you can easil
peek into others’ email! Here is an example of sloppy code:

use vars ($authenticated);

my $q = new CGl;

my $username = $g->param('username’);
my $passwd = $g->param(’passwd’);

up.
n

\ccount,

bf sloppy
y
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authenticate($username,$passwd);
# failed, break out
unless ($authenticated){
print "Wrong passwd";
exit;
}
# user is OK, fetch user’s data
show_user($username);

sub authenticate{
my ($username,$passwd) = @_;
# some checking
$authenticated = 1 if SOME_USER_PASSWD_CHECK_IS_OK;

}

Do you see the catch? With the code above, | can type in anyugalithmeand any dummy passwd ang
enter that user’'s account, if someone $ixscestilly entered his account before me using the same ch
process! Sinc&authen ti cated is global--if it becomes 1 once, it'll stay 1 for themairder of the
child’s life!!! The soluion is trivial--resetbauthen ti cated to O at thebegiming of the program.

A cleanersoluion of course is not to rely on glob@riables but rely on the return value from thenc-
tion.

my $q = new CGl;
my $username = $g->param(’'username’);
my $passwd = $qg->param(‘passwd’);
my $authenticated = authenticate($username,$passwd);
# failed, break out
unless ($authenticated){
print "Wrong passwd";
exit;
}
# user is OK, fetch user’s data
show_user($username);

sub authenticate{
my ($username,$passwd) = @_;
# some checking
return (SOME_USER_PASSWD_CHECK_IS_OK) ? 1:0;

}

Of course this example is trivial--but believe me it happens!

3.4.2 Thinking mod_ cgi

Just another little one liner that can spoil your @esgunng you forgot to reset thallowed variable
It works perfectly OK in plain mod_cgi:

$allowed = 1 if username eq 'admin’;

But using mod_perl, and if your systexdmiristrator with supe@useraccess rights hageviously used the
system, anybody who is lucky enough to be served later by the same child which senamthyidsira-
tor will happen to gain the same rights.
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The obvious fix is:

$allowed = $Susername eq 'admin’ ? 1 : 0;

3.4.3 RegularExpression Memory

Another good example is usage of theegularexpresionmodifier, which compiles a regulaxpresion

once, on its firsexecuion, and never compiles it again. This problem canliffecult to detect, as after
restaring the server each request you make will be serveddiffement child process, and thus the rege
pattern for that child will be compiled afresh. Only when you make a request that happens to be se
a child which has already cached the regex will you see the proBlemeally you miss that. When you
press reload, you see that it works (with a new, fresh clildrtually it doesn’t, because you get a chilg
that has already cached the regex and wectnpile because of th& modifier.

An example of such a case would be:
my $pat = $g->param("keyword");
foreach( @list ) {
print if /$pat/o;
}

To make sure you don’t miss these bugs always test your CGl in single process mode (httpd -X).

To solve thigartiaular /o modifier problem refer to th€ompiled RegulaExpresionssection of théerl
Refeencechapter.

3.5 @INC and mod_perl

The basic Perl@INC behaviour is explained in the sectiase(), require(), do(), %INC and @INC
Explainedof thePerl Refeencechapter.

When running under mod_perl, once the server i@UNCis frozen and cannot be updated. The on
oppotunity to temporarily modify @INCis while the script or the module are loaded and compiled
the first time. After that its value is reset to tr@inal one. The only way to chan@@INCpermanentlyis
to modify it at Apache startup.

Two ways to alte@INCat server startup:

® In theconfiguration file. For example add:

PerlSetEnv PERL5LIB /home/httpd/perl

or

PerlSetEnv PERLSLIB /home/httpd/perl:/home/httpd/mymodules

® In the startup file directly alter th@INC For example

ved by
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startup.pl

use lib gw(/home/httpd/perl /home/httpd/mymodules);

and load the startup file from tleenfiguration file by:

PerlRequire /path/to/startup.pl

3.6 Reloadng Modules and RequiredFiles

You might want to read theuse(), require(), do(), %INC and @INExplained of the Perl Refeence
chapter before you proceed.

When you develop plain CGI scripts, you can just change the code, and rerun the CGI from your browser.

Since the script isn't cached in memory, the next time you call it the server starts up a new perl p
which reconpiles it from scratch. The effects of anypodfficaions you've applied arammediately
present.

The situation is different with Apache::Registry , since the whole idea is to get maximperfor
mancefrom the server. By default, the server won't spend timeckng whether any included library
modules have been changed. It assumes that they weren't, thus savingidi$esondsto stat()  the
source file(multiplied by however many modules/libraries yose() and/orrequire() in your
script.)

The only check that is done is to see whether your main script has been changed. So if you ha
scripts which do notise() or require() other perl modules graclkages there is nothing to worry
about. If, however, you ardevebping a script that includes other modules, the files ysa() or
require() aren’t checked fomodificaion and you need to deomehing about that.

So how do we get our modperl-enabled serveetogqize changes in library modules? Well, there are
couple oftechiques

3.6.1 Restaring the server
The simplest approach is to restart the server each time you apply some change to your code.

After restaring the server about 100 times, you will tire of it and you will look for otlodutions.

3.6.2 Using Apache::StatINC for theDevebpmentProcess

Help comes from thApache::StatINC module. When Perl pulls a file viaquire(), it stores the
full patmameas a value in the global ha%NC with the file name as the kegppache::StatINC

looks through%INC and itimmediately reloads any files it finds in there if it sees that they have bg
updated on disk.
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To enable this module just add two linedittpd.conf

PerIModule Apache::StatINC
PerlinitHandler Apache::StatINC

To be sure it really works, turn on debug mode on yaeuebpment box by addingPerlSet Var
Stat INCDebug Onto your config file. You end up witbomehing like this:

PerlIModule Apache::StatINC

<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
PerlSendHeader On
PerlinitHandler Apache::StatINC
PerlSetVar StatINCDebug On

</Location>

Be aware that only the modules located@@tNCare reloaded on change, and you can ch@kd¢Conly
before the server has been started (in the startup file).

Nothing you do in your scripts and modules which are pulled in reigire() after server startup
will have any effect o@INC

When you write:
use lib gw(foo/bar);

@INCis changed only for the time the code is being parsed and compiled. When that' @dN@as
reset to itoriginal value.

To make sure that you have sa®INC correctly, configure /perl-status locaion, fetch
[http://www.nowhere.com/perl-statusqiand look at the bottom of the page, where the conter@INC
will be shown.

Notice thefollowing trap:

While “. " is in @INGC perl knows torequire() files with patmamesgiven relaive to the current
(script)diredory. After the script has been parsed, the server doesnéniberthe path!

So you can end up with a broken entr@4iNClike this:
$INC{bar.pl} eq "bar.pl"

If you want Apache::StatINC to reload your script--mod@#yNCat server startup, or use a full path in th
require() call.

D
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3.6.3 Reloadng handlers

If you want to reload aerlhardler on eachnvocdtion, thefollowing trick will do it:

PerlHandler "sub { do 'MyTest.pm’; MyTest::handler(shift) }"

do() reloadsMyTest.pm on every request.

3.7 Namecollisionswith Modules andlibs

This sections requires an indeptidestandng of use(), require(), do(), %INC an@INC. Please refer to
the Perl Refeencechapter to learn more about it.

To make things clear before we go into details: each child process has BsIN@mash which is used to
storeinformation about its compiled modules. The keys of the hash are the names of the modules ar
passed agrgumentsto require() anduse(). The values are the full aelaive paths to these

modules and files.

Suppose we havay-lib.pl andMyModile .pm both located athhome/httpd/perl/my/

® /home/httpd/perl/my/ is in @INCat server startup.

require "my-lib.pl";

use MyModule.pm;

print SINC{"my-lib.pl"},"\n";

print $INC{"MyModule.pm"},"\n";

prints:

/home/httpd/perl/my/my-lib.pl
/home/httpd/perl/my/MyModule.pm

Addinguse lib

use lib gw(.);

require "my-lib.pl";

use MyModule.pm;

print $INC{"my-lib.pl"},"\n";

print $INC{"MyModule.pm"},"\n";

prints:

my-lib.pl
MyModule.pm

® /home/httpd/perl/my/ isn’t in @INCat server startup.

require "my-lib.pl";

use MyModule.pm;

print $INC{"my-lib.pl"},"\n";

print $INC{"MyModule.pm"},"\n";
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wouldn’t work, since perl cannot find the modules.

Addinguse lib

use lib qw(.);

require "my-lib.pl";

use MyModule.pm;

print SINC{"my-lib.pl"},"\n";

print $INC{"MyModule.pm"},"\n";

prints:

my-lib.pl
MyModule.pm

Let's look at three scripts with faults related to name space. Féoltbwing discusionwe will consider
just oneindividual child process.

Scenariol

First, You can't have twidentical module names running under the same server! Only the first pne
found in ause() orrequire() statenentwill be compiled into the package, the request for the
other module will be skipped, since the server will think that it's already compiled. This is a direct
result of using <%INC>, which has keys equal to the names of the modulesd@mtioal names
will refer to the same key in the hash.

So if you have twalifferentFoo modules in twdifferentdiredories and two scriptscriptl.pl
andscript2.pl , placed like this:

[perl/tooll/Foo.pm
perl/tooll/tooll.pl
perl/tool2/Foo.pm
perl/tool2/tool2.pl

Where a sample code could be:

Uperlitooll/tooll.pl

use Foo;

print "Content-type: text/plain\r\n\r\n";
print "I'm Script number One\n";
foo();

sub foo{
print "<B>I'm Tool Number One!</B>\n";
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Scenario?2

Scenario3

perl/tool2/tool2.pl

use Foo;

print "Content-type: text/plain\r\n\r\n";
print "I'm Script number Two\n";
foo();

sub foo{
print "<B>I'm Tool Number Two!</B>\n";

Both scripts calluse Foo; . Only the first one called will know abo&o. When you call the
second script it will not know abo&ioo at all--it's like you'veforgotento writeuse Foo; . Run
the server in the single server mode (httpd -X) to detect this kind afrbnediately.

You will see thdollowing in the error_log file:

Undefined subroutine
&Apache::ROOT::perl::tool2::tool2_2epl::foo called at
/home/httpd/perl/tool2/tool2.pl line 4.

If the files do not declare a package, the above is true for filesegoire() as well:

Suppose the content of the scripts andfig.pl files is exactly like in the example above, an
you have airedory strudurelike this:

perlitooll/config.pl
[perlitooll/tooll.pl
Iperlitool2/config.pl
perlitool2/tool2.pl

and both scripts contain

use lib qw(.);
require "config.pl";

The second scenario is rdifferentfrom the first, there is almost mifferencebetweeruse() and
require() if you don’'t have to import some symbols into a calling script. Only the first sc
served willactwally do therequire(), for the same reason as the example abWBC already
includes the keyconfig.pl"!

o
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It is interesing that thefollowing scenario will fail too!
Iperl/tool/config.pl

perl/tool/tooll.pl
Iperl/tool/tool2.pl

wheretooll.pl andtool2.pl bothrequire() thesameconfig.pl
There are thresoluionsfor this:
Solution 1

The first two faultyscenaios can be solved by placing your library modules subdredory struc
ture so that they havdifferentpath prefixes. The file system layout will semehing like:
perl/tooll/Tooll/Foo.pm
perl/tooll/tooll.pl

[perl/tool2/Tool2/Foo.pm
Iperl/tool2/tool2.pl

And modify the scripts:

use Tooll::Foo;
use Tool2::Foo;

Forrequire() (scenario number 2) use tfdlowing:
Iperlitooll/tooll-lib/config.pl
perlitooll/tooll.pl

Iperlitool2/tool2-lib/config.pl
perl/tool2/tool2.pl

And each script containgspetively:

use lib qw(.);
require "tool1-lib/config.pl";

use lib qw(.);
require "tool2-lib/config.pl";

This soluion isn't good, since while it might work for you now, if you add another script that wants
to use the same moduleanfig.pl file, it would fail as we saw in the third scenario.

Let's see some bettepluions
Solution 2

Another option is to use a full path to the script, so it will be used as a ke\NIQ

require "/full/path/to/the/config.pl";
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Solution 3

See also thperlmod lib andperlmod manpages.

From the aboveiscusionit should be clear that you cannot mevebpmentandprodudion versions of
the tools using the same apache server! You have to sepaate server for each. They can be on th
same machine, but the servers will dféerentports.

This soluion solves the problem of the first tvegenaios. | was surprised that it worked for the thirg
scenario as well!

With this soluion you loose somportability. If you move the tool around in the file system you wi
have to change the bad@edory or write someaddtional script that willautanaically update the
harccodedpath after it was moved. Of course you will havestmenberto invoke it.

Make sure you read all of théslution.

Declare a package in the required files! It should be unique to the rest of the package names y
%INC will then use the unique package name for the key. It's a good idea to use at least twq
package names for your private modules, BlgProject ::Carp and notCarp, since the latter
will collide with anexising stardard package. Even if as of the time of your coding it doesn't y
exist, a package might enter the next plistribution as astardard module and your code will be
broken. Foreseprodemslike this and savgourself future trouble.

What are thémplicaions of packageleclaation?

Without packagealeclaations it is veryconvenientto use() or require() files because all the
variablesandsubrotinesare part of thenain:: package. Any of them can be used as if they 3
part of the main script. With packageclaations things are more awkward. You have to use tf
Package:func tion () method to call subrodine from Package and to access a globadri-
able$foo inside the same package you have to vi@Rackage::foo

Lexically definedvariables those declared witmy() inside Package will be inaccesible from
outside the package.

You can leave your scripts unchanged if you import the names of the ghizdilesandsubrou
tinesinto thenamegpaceof packagemain:: like this:

use Module qw(:mysubs sub_b $varl :myvars);

You can export botBubrouinesand globalariables Note however that this method has tliead
vartageof consuning more memory for the current process.

Seeperldoc  Exporter  for informaion aboutexporing othervariablesand symbols.

This completely covers the third scenario. When youdifserent module names in packadeclaa
tions as explained above, you cover the first two as well.

ou use.
-level
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3.8 END_and DATA tokens

Apache::Registry scripts cannot contain END__or__ DATA__tokens.

Why? Becaus@pache::Registry scripts are being wrapped ints@abrodine calledhandler |, like
the script at URIperl/test.pl

print "Content-type: text/plain\r\in\r\n";
print "Hi";

When the script is being executed undpache::Registry handler, itactually becomes:

package Apache::ROOT::perl::test_2epl;
use Apache gw(exit);
sub handler {
print "Content-type: text/plain\r\n\r\n";
print "Hi";
}

So if you happen to put an END__ tag, like:

print "Content-type: text/plain\r\n\rin";

print "Hi";

__END__

Some text that wouldn’t be normally executed

it will be turned into:

package Apache::ROOT::perl::test_2epl;
use Apache gw(exit);
sub handler {
print "Content-type: text/plain\rin\r\n";
print "Hi";
__END__
Some text that wouldn’t be normally executed

}
and you try to execute this script, you will receiveftiwing warning:

Missing right bracket at .... line 4, at end of line
Perl cutseventhing after the END___tag. The same applies to theDATA__ tag.
Also, rememéer that whakever applies toApache::Registry scripts, in most cases applies t(
Apache::PerlRun  scripts.

3.9 Output from systemcalls

The output ofsystem() , exec() , andopen(PIPE,"|program") calls will not be sent to the
browser unless your Perl wasnfiguredwith sfio
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You can uséackicks as gpossble workaround:

print ‘command here’;

But you'rethrowing performanceout the window either way. Best not to fork at all if you can avoid it.

3.10 Using format() and write()

Theinterfaceto filehardleswhich are linked tovariableswith Perl'stie()  function is not yet complete.
Theformat() andwrite()  functions are missing. If yowonfigure Perl withsfio , write() and
format()  should work just fine.

3.11 Terminating requests and processes, the exit() and
child_terminate() functions

Perl’s exit() built-in function cannot be used in mod_perl scripts. Calling it causes the mod |
process to exit (which defeats the object of using mod_perl)Aphehe::exit() function should be
used instead.
You might start your scripts bgveriding the exit() subroduine (if you useApache::exit()
directly, you will have a problem testing the script from the shell, unless yaisp#tpache (); into
your code.) | use thillowing code:

BEGIN {

# Auto-detect if we are running under mod_perl or CGl.
$USE_MOD_PERL = ( (exists SENV{GATEWAY_INTERFACE’}
and $ENV{GATEWAY_INTERFACE’} =~ /CGlI-Perl/)
or exists $ENV{MOD_PERL’})? 1:0;

use subs qw(exit);

# Select the correct exit function

HUHHHH

sub exit{

$USE_MOD_PERL ? Apache::exit(0) : CORE::exit(0);

}

Now the correcexit()  will be always chosen, whether you run the script under mod_gydihary
CGl or from the shell.

Note that if you run the script undApache::Registry , The Apachefunction exit()  overrides
the Perl core built-in function. While you seexit()  listed in@EXPORT_O#f the Apache package,
Apache::Registry doessomehing you don’t see and imports tHignction for you. This means that
if your script is running undekpache::Registry handler you don’t have to worry abait().

The same applies thpache::PerlRun

perl
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If you useCORE::exit() in scripts running under modperl, the child will exit, but neither a proper e
nor logging will happen on the wa@ORE::exit()  cuts off the server’'s legs.

Note thatApache::exit(-2) or Apache::exit(Apache::Constants::DONE) will cause
the server to exigracdully, compleing the loggingfunctions andprotacol requirenentsetc.

If you need to shut down the child cleanly after the request was completed, use
$r->child_termi nate method. You can call it anywhere in the code, and not just at the “end”. T|
sets the value of thielaxRequestsPer Child configuration variableto 1 and clears thieeepalive

flag. After the request is serviced, the currenedion is broken, because of theepalive  flag, and
the parent tells the child to cleanly quit, becaMsxRequestsPer Child is smaller than the number
of requests served.

You canacconplish this in two ways--in thdpache::Registry script:
Apache->request->child_terminate;
or in httpd.conf:

PerlFixupHandler "sub { shift->child_terminate }"

You would want to use the latter example only if you wanted the chileroinateevery time theegis
teredhandler is calledProlebly this is not what you want.

Here is an example afssiging of theposproceseg handler:

my $r = shift;
$r->post_connection(\&exit_child);
sub exit_child{
# some logic here if needed
$r->child_terminate;

}

The above is the code that is used byAlpache::Size Limit module whichterminatesprocesses
that grow bigger than a value you choose.

Apache::GTopLimit (based on libgtop) is a similar module. It does the same thing, plus you
configureit to terminateprocesses when their shared memory shrinks below spetfied size.

As mentioned before, it isnne@ssaryto posponethe exection of child_termi nate (). You can
call it anywhere in the code, it wortérminatethe child’sexecuion until the request has been serveq
Don’t confuse it withexit().

3.12 die() and mod_perl

When you write:
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open FILE, "foo" or die "Cannot open foo file for reading: $!";

in a perl script and execute it--the script wodiel()  if it will be unable to open the file, lgboring the
scriptexecuion, printing the death reason anditting the Perinterpreter

You hardly will find aproperly written Perl script that doesn’'t have at least die¢) statementin it, if
it has to cope with system calls and alike.

CGil script running under mod_cgi exits onagtsmpldion. The Perintemperterexits as well. So it doesn’t
really matter whether thiatempreterquits because the script died by natural death (when thetdéstent
was executed) or aborted () statenent

In mod_perl we don’t want thmterpreterto quit. We know already that when the script completes
chores thentempeterwon't quit. There is no reason why it should quit when the script is stopped bec
of die(). As aresult callinglie() wouldn’t quit the process.

And this is how it works--when thdie()  getstriggered it's mod_perI's$SIG{ _DIE__} handler that
logs the error message and calls Apache::exit() instead ofli{@l  Thus the script stops, but the
process doesn’t quit.

This is an example oftaapping code, not the real code:

$SIG{_DIE__} =sub { print STDERR @_; Apache::exit(); }

3.13 I/O isdifferent

If you are using Perl 5.004 or better, most CGI scripts can run under mod_perl untouched. If you're
5.003, Perl's built-iread() andprint() functionsdo not work as they do under CGI. If you're usin
CGl.pm, use$query->print instead of plain olprint()

3.14 STDIN, STDOUT and STDERRstreams

In mod_perl bottSTDIN andSTDOUTare tied to the socket the request came f@MDERKS tied to the
error_log file.

To print to STDOUT you can either use a regylant() (which is automagcally tied to the the
socket) or thér->print method.

3.15 Global VariablesPersidance

Since the child procesgeneally doesn't exit before it has serviced several requests, glaables
persist inside the same process from request to request. This means that you must never rely on t
of the globalvariableif it wasn'tinitialized at thebegiming of the requegprocesmg.

its
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You should avoid using globafariablesunless it'simpossible without them, because it will make the
codedevebpmentharder and you will have to make very sure that alvr@blesareinitialized before
being used. Usmy() scopedrariableseverywhereyou can.

You should beespeially careful with Perl SpecialVariables (See thePerl Refeence chapter) which
cannot bdexically scoped. You have to ukecal()  instead.

3.16 Generating correct HTTP Headers

A HTTP response header consists of at least two fields. HTTP resporGer#erdt-type

HTTP/1.0 200 OK
Content-Type: text/plain

after adding one more new line, you can spariting the content. A more complete response includes the
datetimegampand server type, like in this response:

HTTP/1.0 200 OK

Date: Tue, 28 Dec 1999 18:47:58 GMT

Server: Apache/1.3.10-dev (Unix) mod_perl/1.21_01-dev
Content-Type: text/plain

To notify that the server wanfiguredwith KeepAlive Off, you need to tell the client that ttennee
tion was closed, with:

Connection: close

There can be other headers as well, like caching control andspiiéfied by HTTP protocol. You can
code the response header with a sipgiet():

print qq{HTTP/1.1 200 OK
Date: Tue, 28 Dec 1999 18:49:41 GMT
Server: Apache/1.3.10-dev (Unix) mod_perl/1.21_01-dev
Connection: close
Content-type: text/plain

k

Notice the double new line at the end. But you have to prepargimasamp string
(Apache::Util::ht_time() does just this) and to know what server you are running under. You
needed to send only the response MIME tf@entent-type ) under mod_cgi, why should you do that
mantally under mod_perl.

—

Actually do want to set some heademantally, but noteverytime. So mod_perl gives you the default sg
of headers, just like in the example above. And if you wawolexide or add more headers you can d
that as well. Let’'s see how to do that.

O

When writing your own handlers and scripts with the Perl API the proper way to send the HTTP header is
with send_http_header() method. If you need to add averide methods you can use the
headers_out() method:
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$r->headers_out("Server" => "Apache Next Generation 10.0");
$r->headers_out("Date" => "Tue, 28 Dec 1999 18:49:41 GMT");

When you have prepared all the headers you send them with:

$r->send_http_header;

Some headers have special aliases:
$r->content_type('text/plain’);

is the same as:

headers_out("Content-type" => "text/plain”);

A typical handler looks like this:

$r->content_type(text/plain’);
$r->send_http_header;
return OK if $r->header_only;

If the client issues a HTTHEADrequest rather than the us@tT, to becompliantwith the HTTPproto-
col we should not send thdocunent body, but the the HTTP header only. When Apache receive
HEAD request, it seteeader_only(}to true. If we see that this has happened, we return from the har
immediately with anOKstatus code.

S a
dler

Geneally, you don’t need the explicit content type setting, since Apache does it for you, by looking Up the

MIME type of the request bmatching theextersion of the URI in the MIME tables (from thaime.types
file). So if the request URI isvelcome.htmlithetext/html content-type will be picked. However for
CGl scripts or URIs that cannot be mapped by a knextersion, you should set thappr@riatetype by
usingcontent_type() method.

The situation is a little bitdifferentwith Apache::Registry and similar handlers. If you take a basi
CGl script like this:

print "Content-type: text/plain\r\in\r\n";
print "Hello world";

it wouldn’t work, because the HTTP header will not be sent. By default, mod_perl does not sen
headers itself. You may wish to change this by adding

PerlSendHeader On

in the<Location > part of yourconfiguration. Now, the response line and common headers will be s
as they are by mod_cgi. Just as with mod_Egr|Send Header will not send the MIME type and a
terminaing double newline. Your script must send that itself, e.g.:

print "Content-type: text/htmi\r\n\r\n";

)
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Accordng to HTTP specs, you should send “\cM\cJ”, “\015\012" or “\OXOD\OX0A” string. The “\r\n”
is the way to do that on UNIX and MS-DOS/Windows machines. However, on a Mac “\r\n”
“\012\015", exactly the other way around.

Note, that in most UNIX CGI scriptdevebpersuse a simpler “\n\n” and not “\r\n\r\n”. There awmxca
sionswhere sending “\n” without “\r” can causprodems make it a habit to send “\r\n” every time.

The PerlSend Header Ondiredive tells mod_perl tanterceptanything that looks like a header line
(such asContent-Type: text/plain ) and autanaically turn it into a correctlyformated
HTTP/1.0 header, the same way it happens with CGI scripts running under mod_cgi. This allows
keep your CGI scriptsnmodfied.

You can uséENV{PERL_SEND_HEADER{o find out whethePerlSend Header is On or Off. You
use it in your module like this:

if(SENV{PERL_SEND_HEADERY}) {
print "Content-type: text/htmI\r\n\r\n";
}

else {
my $r = Apache->request;
$r->content_type(text/html’);
$r->send_http_header;

}

If you useCGl.pm’s header() function to geneate HTTP headers, you do not needattivate this
diredive becauseCGl.pm detectsmod_perland callssend_http _header() for you. However, it
does not hurt to use thiiredive anyway.

There is no free lunch--you get the mod_loghavor at the expense of the small but finiteetheadof
parsing the text that is sent. Note that mod_perl makesstenfion thatindividual headers are not split
across prinstatenents

The Apache::print() routine has to gather up the headers that your script outputs, in order to
them to$r->send_http_header . This happens isrc/modules/perl/Apache.xs (print )
andApache/Apache.pm (send_cgi_header ). There is ashortutin there, namely thassumfon
that each printstatenent contains one or more complete headers. If for example gemeate a
Set-Cookie  header bynultiple print() statenents like this:

print "Content-type: text/html\n";

print "Set-Cookie: iscookietext); ";

print "expires=Wednesday, 09-Nov-1999 00:00:00 GMT\; *;
print "path=\W\; ";

print "domain=\.mmyserver.com\; ";

print "\r\n\r\n";

print "hello";

your geneatedSet-Cookie  header is split over a number of prithtenentsand gets lost. The above
example wouldn’t work! Try this instead:

eq

you to

pass
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print "Content-type: text/htmi\n";

my $cookie = "Set-Cookie: iscookietext\; ";

$cookie .= "expires=Wednesday, 09-Nov-1999 00:00:00 GMT\; ";
$cookie .= "path=\\; *;

$cookie .= "domain=\.mmyserver.com\; ";

print $cookie;

print "\r\n\r\n";

print "hello";

Somdimeswhen you call a script you see an ugSontent-Type: text/html" displayed at the
top of the page, and of course the HTML the rest of the HTML code won't be rendered correctly [
browser. As you have seen above, tiéseally happens when your code has already sent the heade
you see it rendered into a browser’s page. This might happen when you &Gltpen $g->header
method or mod_perlI'$r->send_http_header

If you have acomplicatedapplicaion where the header might lgeneatedfrom manydifferent places,
dependhg on the calling logic, you might want to write a spesiatbroudine that sends a header, and keef
track of whether the header has been already sent. Of course you can useagitibato flag that the
header has already been sent:

use strict;
use vars qw{$header_printed};
$header_printed = 0;

print_header("text/plain®);
print "It worked!\n";
print_header("text/plain™);

sub print_header {
my $type = shift || "text/html";
unless ($header_printed) {
$header_printed = 1;
my $r = Apache->request;
$r->content_type($type);
$r->send_http_header;
}
}

$header_printed variablethat flags whether the header was sent or notigiétdized to false (0) at
the begiming of each cod@vocation. Note that the secoridvocation of print_header() within the
same code, will do nothing, sin@header_printed will become true afteprint_header() will
be executed for the first time.

A little bit memory more friendlgoluion is to use a fulguaified variableinstead:

use strict;
$main::header_printed = 0;

print_header("text/plain");
print "It worked\n";
print_header("text/plain");

sub print_header {
my $type = shift || "text/html";
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unless ($main::header_printed) {
$main::header_printed = 1;
my $r = Apache->request;
$r->content_type($type);
$r->send_http_header;
}
}

We just removed the globatariable predetaration, allowing you to use$header_printed under
"use strict" and replace&header_printed with $main::header_printed ;

Someone may become tempted to use a more elegasbRedn--the closure effect which seems to be
natural to be used hergnfortunatelyit will not work. If the process wastaring fresh for each script or
handler, like with plain mod_cgi scripts, it would work just fine:

use strict;

print_header("text/plain®);
print "It worked\n";
print_header("text/plain™);

{
my $header_printed = 0;
sub print_header {
my $type = shift || "text/html";
unless ($header_printed) {
$header_printed = 1;
my $r = Apache->request;
$r->content_type($type);
$r->send_http_header;

}
}
}
In this code$header_printed is declared atexically scoped (withmy()) outside thesubroudine
print_header() andmodified inside of it. Curly braces define the block which limits the scope of the

lexically variable

This means that ongqaint_header() sets it to 1, it will stay 1 as long as the code is running. So
consegjuent calls to thissubrouine will just return without doing a thing. Which serves our goal, b
unfortunately it will work only for the first time the script will be invoked within a process. When t
script will be accessed for a second time and will be served by the same process--the header wil
printed anymore, singarint_header() will remenberthat the value ofheader_printed equals
to 1, it wouldn't bereinitialized, since thesoubrotine wouldn't bereconpiled.

Let's make our smart method moetalorate with PerlSend Header diredive settings, so it always
does the right thing. It'espeially importantif you write anapplicaion that you are going to distribute,
hopdully as Open Source.

You can continue to improve trssibrodine even further to handieddtional headers, such as cookies.

all
ut
he
not be

4 Mar 2000 63



3.17 NPH (Non Parsed Headers) scripts Stas Bekman

3.17 NPH (Non Parsed Headers¥cripts

To run a Non Parsed Header CGI script under mod_perl, simply add to your code:
local $| = 1;
And if you normally sePerlSend Header On, add this to your server&onfiguration file:

<Files */nph-*>
PerlSendHeader Off
</Files>

3.18 BEGIN blocks

Perl executeBEGIN blocks as soon gmssble, at the time oEompiling the code. The same is true undeg
mod_perl. However, since mod_perl normally only compiles scripts and modules once, either
parent server or once per-chilBEGIN blocks in that code will only be run once. As therimod
manpage explains, onceBEGIN block has run, it ismmediately unddined. In the mod_perenviron
ment this means tha&EGIN blocks will not be run during the response tararomng request unless that
request happens to be the one that cause®thpiation of the code.

BEGIN blocks in modules and files pulled in vizquire() oruse() will be executed:
® Only once, if pulled in by the parent process.
® Once per-child process if not pulled in by the parent process.

® An addiional time, once per child process if the module is pulled in off a disk again
Apache::StatINC

® An addtional time, in the parent process on each rest@®eif FreshRestart isOn.
e Unprdictableif you fiddle with%INCyourself.
BEGIN blocks inApache::Registry scripts will be executed, as above plus:
® Only once, if pulled in by the parent process via
Apache::Registry Loader .
® Once per-child process if not pulled in by the parent process.
® An addtional time, once per child process, each time the script file changes on disk.

® An addtional time, in the parent process on each restart if pulled in by the parent proces
Apache::Registry Loader andPerl FreshRestart isOn.

n the
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3.19 END blocks

As theperimod manpage explains, &NDsubrodine is executed as late asssble, that is, when the
interpreterexits. In the mod_penvironment theinterpreterdoes not exit until the server shuts down.
However, mod_perl does make a special cas@pache::Registry scripts.

Normally, ENDblocks are executed by Perl duringptxl_run() function. This is called once each time
the Perl program is executed, i.e. under mod_cgi, oncangecaion of the CGI script. However,
mod_perl only callperl_run() once, during server startup. AIBND blocks encourered during main
server startup, i.e. those pulled in by Bexl Require or by anyPerlMod ule , are suspended.

Apache versions 1.3b3 and later run BMDblocks atchild_exit()

Except during the cleanup phase, argND blocks encoumered during compiation of
Apache::Registry scripts,including subsguentinvocaions when the script is cached in memory|
are called after the script has completed.

All other END blocks encourered during other Perl*Handler call-backs, e.g.PerlChil -
dinitHandler , will be suspended while the process is running and called dciifd) exit()

when the process ghuting down. Module authors might wish to use>regis ter _cleanup() as
analtemaive to ENDblocks if thisbehavor is notdesiable $r->regis  ter _cleanup() is called at
the CleanUprocesimg phase of each request and thus can be used to emulate plaifc N&{)s block
behavor.

3.20 Command line Switches (-w, -T etc)

Normally when you run perl from the command line, you have the shell invoke itliin/perl
(someimesreferred to as a shebang line). In scripts running under mod_cgi, you may usespgidn
switch argumentsas described in thperlrun  manpage, such aw/, -T or -d . Since scripts running
under mod_perl don’t need the shebang line, all switches exeegrie ignored by mod_perl. This feature
was added for backvard compaibility with CGI scripts.

Most command line switches have a spegdlableequivalent Consult theperlvar  manpage for more
details.

3.20.1 Warnings

There are three ways to enablarnngs
® Globally to all Processes
Setting:

PerlWarn On
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in httpd.conf  will turn warnngsOn in any script.

You can then fine tune your code, turnimgrnings Off andOn by setting thes"W variablein your
scripts.

® | ocally to ascript

#!/usr/bin/perl -w

will turn warnings On for the scope of the script. You can turn th&ffi andOn in the script by
setting theb"Wvariableas noted above.

e |ocally to ablock

This code turnsvarrings modeOn for the scope of the block.

{
local $"W = 1;
# some code

}
This turns itOff:

{
local $"W = 0;
# some code

}

Note, that if you forget théocal opemtor this code will affect the chilgprocesimg the current
request, and all theubsguentrequests processed by that child. Thus

$"W =0;
will turn thewarnings Off, no matter what.

If you want to turnwarrings On for the scope of the whole file, as in f@viousitem, you can do
this by adding:

local $"W = 1;

at thebegiming of the file. Since a file igffedively a block, file scope behaves like a block’s curl
braced } andlocal $"Wat the start of the file will beffedive for the whole file.

While having warning mode turnéoh is a must for @evebpmentserver, you should turngdobally Off
in a produdion server, since if every served requgsheatesonly one warning, and your server serve
millions of requests per day, your log file will eat up all of your disk space and your system will die.
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3.20.2 Taint Mode

Perl's-T switch enablegaint mode. If you aren’t forcing all your scripts to run undeint mode you
are looking for trouble frormalicioususers. (See theerlsecmanpage for mor@formation)

Since theT switch doesn’t have agquivalent perlvariable mod_perl provides theerl TaintCheck
diredive to turn on taint checks. lmtpd.conf |, enable this mode with:

PerlTaintCheck On
Now any code compiled inside httpd will be taint checked.

If you use theT switch, Perl will warn you that you should use Bexl TaintCheck configuration
diredive and will othemwiseignore it.

3.20.3 Other switches

Finally, if you still need to to setddiional perl startup flags such ag and-D, you can use aenviror-
mentvariablePERL50PT

3.21 The strict pragma

It's _absdutely mandaory (at least fodevebpmen) to start all your scripts with:

use strict;
If needed, you can always turn off the 'strict’ pragma or a part of it inside the block, e.g:

{

no strict 'refs’;
... Some code

}

It's moreimportantto havestrict pragma enabled under mod_perl than anywhere else. While it's
required by the language, its use cannot be too strarghhmended It will save you a great deal of
time. And, of course, clean scripts will still run under mod_cgi (plain CGI)!

3.22 PassingENV variablesto CGl

To pass anvironmentvariablefrom aconfiguration file, add to it:

PerlSetEnv key val
PerlPassEnv key

e.g.:
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PerlSetEnv PERLDB_OPTS "NonStop=1 Linelnfo=/tmp/db.out AutoTrace=1"
will set SENV{PERLDB_OPTS} and it will beaccesible in every child.

%ENVis only set up for CGemuldion. If you are using the API, you should u$e>subpro -
cess _env, $r->notes  or $r->pnotes  for passing data around between handi&ENVis slow
because it must update thedetying C environmenttable. This also exposes the data on systems wh
allow users to see thr@vironmentwith ps.

In any case%ENVand the tables used by those methods are all cleared after the request is served
$ENV{SESSION_ID} will not be swapped or reused bijfferenthttp requests.

3.23 Apacheand syslog
When native syslog support is enabled, the stderr stream wédibectedto /dev/null !

It has nothing to do with mod_perl (plain Apache does the same). Doug wrdpabke::LogSDERR
module to work around this.

3.24 Filehandlers and locksleakages

When you write a script running under mod_cgi, you can get away with sio@ayanming, like
opening a file and letting thietermpreterclose it for you when the script had finished its run:

open IN, "in.txt" or die "Cannot open in.txt for reading : $!\n";

For mod_perl, before the end of the script yaust close()  any files you opened!

close IN;

If you forget toclose() , you might get filedescrifior leakage and (if yodiock()ed on this file
descriptor) unlockprodems

Even if you do close the files, but for some reasorirtespreterwas stopped before tlubose()  call,
the leakage is still there. For example when a user presses the Stop button. After a long run
restaring Apache your machine might run out of filescrigors, and worse, files might be left locked ang
unusble

What can you do? Ud®©::File (and the othetO::* modules). This allows you to assign the filg
handler tovariablewhich can bamy() (lexically) scoped. When thigariablegoes out of scope the file or
other file system entity will bproperly closed (and unlocked if it was locketlgxically scopedvariables
will always go out of scope at the end of the scripi®cation even if it was aborted in the middle. If theg
variable was defined inside somatemal block, it will go out of scope at the end of the block. Fq¢
example:

ich

so that

without
i

D
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{
my $fh = new 10::File("filename") or die $!;
# read from $fh
} # ...$fh is closed automatically at end of block, without leaks.

As | have just mentioned, you don’t have to create a special block for this purpose. A script in a
effedively written in a block with the same scope as the file, so you can simply write:

my $fh = new I0::File("filename") or die $!;
# read from $fh
# ...%fh is closed automatically at end of script, without leaks.

Using a{ BLOCK }) makes sure is that the file is closed the moment that the end of the block is rea

An even faster and lightéechiqueis to useSymbol.pm :

my $fh = Symbol::gensym();
open $fh, "filename" or die $!;

Use these approaches to ensure you haveakages but don't be too lazy to writelose()  statenents
Make it a habit.

3.25 The Script Is Too Dirty, But It Does The Job And |
Cannot Afford To Rewrite It.

You still can win from using mod_perl.

One approach is to replace tApache::Registry handler withApache::PerlRun and define a
newlocaion. The script can reside in the sadieedory on the disk.

# srm.conf
Alias /cgi-perl/ /Tnome/httpd/cgi/

# httpd.conf

<Location /cgi-perl>
#AllowOverride None
SetHandler perl-script
PerlHandler Apache::PerlRun
Options ExecCGl
allow from all
PerlISendHeader On

</Location>

Another “bad”, butworkable method is to seMaxRequestsPer Child to 1, which will force each

file is

ched.

child to exit after serving only one request. You will get the preloaded modules, etc., but the script will be

compiled for each request, then thrown away. This isn't good for “high-traffic” sites, as the parent s
will need to fork a new child each time one is killed. You can fiddle M#xStart Servers and
MinS pare Servers , so that the parent pre-spawns more serversabtally required and the killed
one willimmediately be replaced with a fresh orierokably that’s not what you want.

erver
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3.26 Apache::PerlRun--acloserlook

Apache::PerlRun gives you the benefit of preloaded Perl and its modules. This module’s har
emulates the CGénvironment allowing programmersto write scripts that run under CGI or mod_pe
without any change. UnlikApache::Registry , the Apache::PerlRun handler does not cache|
the script inside aubrodine. Scripts will be “compiled” on each request. After the script has run,
name space is flushed of ahriablesandsubrodines Still, you don't have thevemheadof loading the
Perlinterpreterand thecompiation time of thestardardmodules. If your script is very light, but uses lot
of stardard modules, you will see nodifference between Apache::PerlRun and
Apache::Registry I

Be aware though, that if you upackagesthat useintemal variablesthat havecircular references they
will be not flushed!!! Apache::PerlRun only flushes your script's name space, which does 1
include any other requirgehckages name spaces. If there’sraferenceto amy() scopedvariablethat’s
keeping it from being destroyed after leaving the eval scopégathe::PerlRun ), that cleanup
might not be taken care of until the serveslwsidown andperl_destruct() is run, which always
happens after running command line scripts. Consider this example:

package Foo;
sub new { bless {} }
sub DESTROY {
warn "Foo->DESTROY\n";

}

eval <<’EOF’;
package my_script;
my $self = Foo->new;

#$self->{circle} = $self;
EOF

print $@ if $@;
print "Done with script\n”;

First you'll see:

Foo->DESTROY
Done with script

Then,uncommentthe line wheré&self makes &ircular reference and you'll see:

Done with script
Foo->DESTROY

In this case, under mod_perl you wouldn’t $@®->DESTROY until the serveshutlown, or until your
moduleproperly took care of things.

;0)
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4 Controlling and Monitoring the Server
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4.1 What we will learn in this chapter Stas Bekman

4.1 What we will learn in this chapter
® Restaling tecmiques
e Implicaionsof sending TERM, HUP, and USRL1 to the server
® Using apachectl to control the server
e Safe Code Updates on a LiReodution Server
e SUID start-up scripts
® Prepaing for Machine Reboot
® Monitoring the Server. Avatchdog

® Running server in a single mode

4.2 Restarting techniques

All of thesetechmiquesrequire that you know the server PID (Process ID). The easiest way to find the
is to look it up in the httpd.pid file. With my configuration it exists as
{usr/local/var/httpd_perl/run/httpd.pid . It's easy to discover where to look at, by

checkng out the httpd.conf file. Open the file and locate the eRimyile
PidFile /usr/local/var/httpd_perl/run/httpd.pid

Another way is to use thes andgrep utilities
% ps auxc | grep httpd_perl

or maybe:
% ps -ef | grep httpd_perl

This will produce a list of alhttpd _perl (the parent and thehildren processes. You are looking for
the parent process. If you run your server as root - you will easily locate it, since it belongs to root.
run the server as user, most likely all the processes will belong to that user (unlessdiééreadly in
thehttpd.conf ), but it’s still easy to know 'who is the parent’ -- the one ofdmalestsize...

You will notice manyhttpd_perl executalesrunning on your system, but you should not send sign
to any of them except the parent, whose pid is irPid€ile . That is to say you shouldn’t ever need t

send signals to any process except the parent. There are three signals that you can send TieRdArent:

HUP, andUSR1

PID

If you

als
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4.3 Impli cations of sending TERM, HUP, and USRL1 to the
server

We will concettrate here on thémplications of sending these signals to a mod_perl enabled server.
documertation on the implications of sending these signals to a plain Apache server

|http://www.apache.org/docs/stmpg.htm| .

TERM Signal: stopnow

HUP Signal: restart now

USR1 Signal: graceul restart

Sending th&ERM signal to the parent causes iirumediately attempt to kill off all of itschildren
This process may take several seconds to comgtdlewing which the parent itself exits. Any
requests in progress aerminated and no further requests are served.

That's the moment that thaccunulated END blocks will be executed! Note that if you use

Apache::Registry or Apache::PerlRun , thenENDblocks are being executed upon eag
request (at the end).

Sending theHUP signal to the parent causes it to kill offdtsildrenlike in TERM (Any requests in
progress ar¢éerminated but the parent doesn't exit. It re-readsdtsfiguration files, and re-opens
any log files. Then it spawns a new setbildrenandcontiruesserving hits.

The server will reread itsonfiguration files, flush all the compiled and preloaded modules, and re
any startup files. It'gquivalent to stogping, thenrestaring a server.

Note: If your configuration file has errors in it when you issue a restart then your parent will
restart but exit with an error. See below for a methaavofdng this.

TheUSR1signal causes the parent process to advisehitdrento exit after their current request (of
to exitimmediately if they’re not serving anything). The parent re-readsdtsfiguration files and
re-opens its log files. As each child dies off the parent replaces it with a child from tlyenesy
tion of theconfiguration, which begins serving new requeistenediately.

The only difference betweenUSR1 and HUP is that USR1 allows children to complete any
in-progress request prior to killing them off.

By default, if a server is restarted (&id -USR1 ‘cat logs/httpd.pid’ or with HUP
signal), Perl scripts and modules are not reloaded. To réledRequire’s, PerIModule’s, other
use() ’'d modules and flush th&pache::Registry cache, enable with this command:

PerlFreshRestart On (in httpd.conf)

For
see

un

not
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It's worth mentioning that restart oterminaion cansomeimes take quite a lot of time. Check out the
PERL_DESTRUCT_LEVEL=-Ioption during the mod_peplerl Makefile .PL stage, which speeds
this up and leads to more robuogiertion in the face oprobdems like running out of memory. It is only
usable if ncsignificantcleanup has to be done by peNDblocks anddESTROYnethods when the child
terminates of course. Whatonstiutessignificant cleanup? Any change of state outside of the currg
process that would not be handled by dperltng system itself. Seaommiting databaséransadions is
significantbut closing arrdinaryfile isn't.

Some folks prefer to specify signals usmgmeical values, rather thasymbolcs. If you are looking for
these, check out youkill(3) man page. My page points hasr/include/sys/signal.h , the
relevantentries are:

#define SIGHUP 1 /* hangup, generated when terminal disconnects */
#define SIGTERM 15 /* software termination signal */
#define SIGUSR1 30 /* user defined signal 1 */

4.4 Using apachectl to control theserver

Apache’sdistribution provides a nice script to control the server. It's callpdchectland it's installed
into the saméocdion with httpd. In our scenario - it's
{usr/local/sbin/httpd_perl/apachectl

Start httpd:
% /usr/local/sbin/httpd_perl/apachectl start
Stop httpd:
% /usr/local/sbin/httpd_perl/apachectl stop
Restart httpd if running by sendingséGHUP or start if not running:
% /usr/local/sbin/httpd_perl/apachectl restart
Do agracdul restart by sending@IGUSR1 or start if not running:
% /usr/local/sbin/httpd_perl/apachectl graceful
Do aconfiguration syntax test:
% /usr/local/sbin/httpd_perl/apachectl configtest
Replacenhttpd_perl with httpd_docs in the above calls to control thétpd_docsserver.
There are other options fapachect| usehelp option to see them all.

It's important to undestand that this script is based on the PID file which i
PIDFILE=/usr/local/var/httpd_perl/run/httpd.pid . If you delete the file by hand -
apachectlwill fail to run.

2Nt
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Also, notice thaapachectlis suitableto use from within your Unix system’s startup files so that your w
server isautanaically restarted upon system reboot. Either copyapachectl file to the apprriate
location (/etc/rc.d/rc3.d/S99apache works on my RedHat Linux system) or create a symlir
with that namepointing to the thecanorical location. (If you do this, make certain that the script i
writable only by root -- the startup scripts have nadtilegesduring initprocesig, and you don’t want
to be opening angecuity holes.)

4.5 SafeCode Updates on a Livd’roduction Server

You have prepared a new version of code, uploaded it iptodudion server, restarted it and it doesn’
work. What could be worse than that? You also cannot go back, because yavéravitten the good
working code.

It's quite easy to prevent it! Just dooitemrite thepreviousgood files!!!

Persoally | do all updates on the live server witHollowing sequence. Assume that the rdotdory
lies in /nome/httpd/perl/rel . When I'm about to update the files | create a rdivedory
/home/httpd/perl/beta , copy the old files fromhome/httpd/perl/rel and update it with
new files I'm about to replace. The | do last sanity checks félenisions(read+executable), ryverl

-c on the new modules to make sure there no errors in them). When | think I'm ready | do:

% cd /home/httpd/perl
% mv rel old && mv beta rel && stop && sleep 3 && restart && err

Let's explain what I'm doing. First | use alises to make things faster:

% alias | grep apachectl

graceful lusr/local/apache/bin/apachectl graceful
rehup /usr/local/apache/shin/apachect! restart
restart /usr/local/apache/bin/apachectl restart

start /usr/local/apache/bin/apachectl start

stop /usr/local/apache/bin/apachect! stop

% alias err
tail -f /usr/local/apache/logs/error_log

So | write all the commands in one lirmpaatedwith semtolon and only then pre€snter key. That
ensures that if | suddenly getcannetion lost (sadly but that happessmdimes | wouldn’t leave the
server down if only thetop command squeezed in.

| backup the old workingliredory in old , and move the new one instead. | stop the server, give it a
seconds tshutdown (it might take even longer) and then whstart  followed byimmediate view of
the tail of theerror_log  file in order to see thaveryhing is OK. apachectl geneatesthe status
messages too early (e.g. stop it says server has been stopped, while it's not yet, so don't rely ol
rely onerror_log file instead). Also you have noticed that | wsstart  and not jusstart . | do
this for the same reason of Apache’s |ehgping times (it depends on what you do with it of course!), 4
if you usestart and Apache didn't release the port it listens to, the start would faiémod log
would tell that port is in use, e.g.:

1k

[72)
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Address already in use: make_sock: could not bind to port 8080
But if you userestart , it will patiently wait for the server to quit and then will cleanly start it.

Now what happens if the new modules are broken? First of all, irsaediately the indicaion of the
prodemsreported aerror_log  file, which I tail -f immediately after a restart command. That’s
easy, we just pwgverything as it was before:

% mv rel bad && mv old rel && stop && sleep 3 && restart && err

And 99.9% thatventhing would be alright, and you have had only about 10 sedswftime, which is
pretty good!

4.6 SUID start-up scripts

For those who wants to usJID startup script, here is an example for you. This scrigtUiD to root,
and should be executable only by members of some special group at your site. Note the 10th line
“fixes an obscure error whestaring apache/mod_perl” by setting the real to #ffedive UID. As
others have pointed out, it is the mismatch between the real amdfekitve UIDs that causes Perl to
croak on the -e switch.

Note that you must be using a version of Perl tbedbgrizesand emulates the suid bits in order for this o
work. The script will dadifferentthingsdepenihg on whether it is namestart_http , Stop_http
or restart_http . You can use symbolic links for this purpose.

#!/usr/bin/perl

# These constants will need to be adjusted.
$PID_FILE = '/home/www/logs/httpd.pid’;
$HTTPD = '’Thome/www/httpd -d /home/www’;

# These prevent taint warnings while running suid
$ENV{PATH}="/bin:/usr/bin’;
$SENV{IFS}=";

# This sets the real to the effective ID, and prevents
# an obscure error when starting apache/mod_perl
$<=$>;

$(=$) = 0; # set the group to root too

# Do different things depending on our name
($name) = $0 =~ m|([V/]+)$];

if ($name eq 'start_http’) {
system $HTTPD and die "Unable to start HTTP";
print "HTTP started.\n";
exit 0;

}

# extract the process id and confirm that it is numeric
$pid = ‘cat $PID_FILE";
$pid =~ /(\d+)/ or die "PID $pid not numeric";
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$pid = $1,

if ($name eq 'stop_http’) {
kill 'TERM’,$pid or die "Unable to signal HTTP";
print "HTTP stopped.\n";
exit 0;

}

if ($name eq 'restart_http’) {
kill 'HUP’,$pid or die "Unable to signal HTTP";
print "HTTP restarted.\n";
exit 0;

}

die "Script must be named start_http, stop_http, or restart_http.\n";

4.7 Preparing for Machine Reboot

When you run your owdevebpmentbox, it's OK to start the webserver by hand when you need it.
the produdion system, there is chance that the machine the server is running on will have to be reb
Once the reboot is completed, who is goingeimemeerto start the server? It's an easy to forget tas
and what happens if you aren’t around when the machine was rebooted?

After the serveiinstalation is complete, it'simportant not to forget that you need to put a script, t
perform the server startup asdutdown, into astardard systemlocétion, like /etc/rc.d/init.d or

On
ooted.
K,

(@]

equivalent (varies from OS to OS). This is tliredory where all other daemons are being started and

shutted down from.

Geneally the simplessolution is to copy there the apachectl script, that you will find in the sdiree
tory with httpd executable after Apachwstalation. If you have more than one Apache server, you ha
to put a script for each one, of coursaaning them on the way.

For example on Linux RedHat machine with two server setup, I'viotlogving setup:

/etc/rc.d/init.d/httpd_docs

letc/rc.d/init.d/httpd_perl
/etc/rc.d/rc3.d/S86httpd_docs -> ../init.d/httpd_docs
letc/rc.d/rc3.d/S87httpd_perl -> ../init.d/httpd_perl
/etc/rc.d/rc6.d/K86httpd_docs -> ../init.d/httpd_docs
letc/rc.d/rc6.d/K87httpd_perl -> ../init.d/httpd_perl

In <init.d> diredory reside the scriptthenselves In the rest ofdiredories reside the symbolic links to
these scripts, prepended with numbers to presepegtiaular order ofexecuion.

When a machine is booted and its runlevel set as 3 (multiuser+network), Linux goes
letc/rc.d/rc3.d/ and executes the scripts the symbolic links point to witlstdw® argument so
when it sees th887httpd_perlit executes:

[etc/rc.d/init.d/httpd_perl start

into

4 Mar 2000 77



4.8 Monitoring the Server. A watchdog. Stas Bekman

When the machine is being shutted down, the scripts pointed/&minc.d/rc6.d/diredory are being
executed, this time the scripts are called witp argument like:

[etc/rc.d/init.d/httpd_perl stop

Most of the systems are coming with GUI utilitesatctanatethe symbolic links creation. For examplg
Linux RH includes acontrol-panel utility, which among otheuutilities includes aRunLevel
Manager that will help you tqoroperly create the symbolic links. Of course before you use it, you sho
put theapachectl  or similar scripts into ait.d or equivalentdiredory.

4.8 Monitoring the Server. Awatchdog.

With mod_perl many things can happen to your server. The worst onepissi@lity that the server will
die when you will be not around. As with any otkadtical service you need to run some kindwatch
dog

One simplesolution is to use a slightlynodified apachectlscript which | callecapache.watatog and to
put it into the crontab to be called every 30 minutes or even every minute - if @'gisal to make sure
the server will be up all the time.

The crontab entry:

0,30 * * * * [path/to/the/apache.watchdog >/dev/null 2>&1

The script:
#!/bin/sh

# this script is a watchdog to see whether the server is online
# It tries to restart the server if it's
# down and sends an email alert to admin

# admin’s email
EMAIL=webmaster@somewhere.far
#EMAIL=root@localhost

# the path to your PID file
PIDFILE=/usr/locallvar/httpd_perl/run/httpd.pid

# the path to your httpd binary, including options if necessary
HTTPD=/usr/local/sbin/httpd_perl/httpd_perl

# check for pidfile
if [ -f $PIDFILE ] ; then
PID='cat $PIDFILE'

if kill -0 $PID; then
STATUS="httpd (pid $PID) running"
RUNNING=1

else
STATUS="httpd (pid $PID?) not running”
RUNNING=0
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fi

else
STATUS="httpd (no pid file) not running"

RUNNING=0
fi

if [ SRUNNING -eq 0 ]; then
echo "$0 $ARG: httpd not running, trying to start"
if SHTTPD ; then
echo "$0 $ARG: httpd started"
mail SEMAIL -s "$0 $ARG: httpd started" </dev/null >& /dev/null
else
echo "$0 $ARG: httpd could not be started"
mail SEMAIL -s "$0 $ARG: httpd could not be started" </dev/null >& /dev/null
fi
fi

Another approactprobably even morgradical, is to use the coaWPperl package , to test the server by

trying to fetch somelocument (script) served by the server. Why is it m@madical? Because, while
server can be up as a process, it can be stuck and not working, So failing todgeuthentwill trigger

restart, and“probably” the problem will go away. (Just replacgtart  with restart in the

$restart_ command  below.

Again we put this script into a crontab to call it every 30 minRessomlly | call it every minute, to

fetch some very light script. Why so often? If your server starts to spin and trash your disk’s space with

multiply error messages, in a 5 minutes you might run out of free space, which might bring your sys

tem to

its knees. And most chances that no other child will be able to serve requests, since the system will be too

busy, writing to arerror_log  file. Think big -- if you are running a heavy service, which is very fa
since you are running under mod_perl, adding one more request every minute, will be not felt
server at all.

So we end up with crontab entry:

* % * % * path/to/the/watchdog.pl >/dev/null 2>&1

And thewatchdogitself:
#!/usr/local/bin/perl -w

use strict;

use diagnostics;

use URI::URL;

use LWP::MediaTypes gw(media_suffix);

my $VERSION ='0.01";
use vars qw($ua $proxy);
$proxy =7;

require LWP::UserAgent;
use HTTP::Status;

i Config #HHHHHE
my $test_script_url =" |nttp://www.stas.com:81/perl/test.pl |
my $monitor_email = ’root@localhost’;

5t,
by the
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my $restart_command = '/usr/local/sbin/httpd_perl/apachectl restart’;
my $mail_program = /usr/lib/sendmail -t -n’;
HHHAHHH R

$ua = new LWP::UserAgent;
$ua->agent("$0/Stas " . $ua->agent);

# Uncomment the proxy if you don’t use it!

# $proxy=" |nhttp://www-proxy.com" I;
$ua->proxy(http’, $proxy) if $proxy;

# If returns "1’ it's we are alive
exit 1 if checkurl($test_script_url);

# We have got the problem - the server seems to be down. Try to
# restart it.

my $status = system $restart_command;

# print "Status $status\n”;

my $message = ($status == 0)
? "Server was down and successfully restarted!"
: "Server is down. Can't restart.";

my $subject = ($status == 0)
? "Attention! Webserver restarted"
: "Attention! Webserver is down. can't restart";

# email the monitoring person

my $to = $monitor_email;

my $from = $monitor_email;
send_mail($from,$to,$subject,$message);

# input: URL to check
# output: 1 if success, o for fail
HHHRHH R R R R RS
sub checkurl{

my ($url) = @_;

# Fetch document
my $res = $ua->request(HTTP::Request->new(GET => $url));

# Check the result status
return 1 if is_success($res->code);

# failed
return 0;
}# end of sub checkurl

# sends email about the problem

HHHAHH R AR R RS

sub send_mail{
my($from,$to,$subject,$messagebody) = @_;

open MAIL, "|$mail_program”
or die "Can'’t open a pipe to a $mail_program :$\n";

print MAIL <<__END_OF_MAIL__;
To: $to
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From: $from
Subject: $subject

$messagebody
__END_OF_MAIL__

close MAIL;
}

4.9 Running server in a singlemode

Often whiledevebping new code, you will want to run the server in single process mode. Runnin
single process mode inhibits the server fradaemaizing”, allowing you to run it more easily under
debugyer control.

% /usr/local/sbin/httpd_perl/httpd_perl -X

When you execute the above the server will run in ti{gofgground of the shell you have called it from.
So to kill you just kill it withCtrl-C .

Note that in-X mode the server will run very slowly whifetching images. If you use Netscape whilg
your server is running in single-process mode, HTTHEgpAlive feature gets in the way. Netscap
tries to opermmultiple connetions and keep them open. Because there is only one server pistagsy,
eachconnetion has to time-out before the next succeeds. TurrKeffpAlive in httpd.conf to
avoid this effect whiledevebping or you can presSTOP after a few second@ssunng you use the
image size params, so the Netscape will be able to render the rest of the page).

In addtion you should know that when running witK you will not see any control messages that the

parent server normally writes to the error_log. (Like “server started, server stopped and etc”.)
httpd -X causes the server to handle all requests itself, without forkingchitdren there is no
controling parent to write status messages.

;0)
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5.1 What we will learn in this chapter
o Why Reldional (SQL) Databases
e Apache::DBI -Initiateapersisentdatabaseonnedtion
® |Introdudion
e Configuration
® Preopeing DBI connetions
® Debuging Apache::DBI

® Troubleshooing

5.2 Why Relational (SQL) Databases

Nowadaysmillions of people surf théntemet There are millions of Terabytes of data lying around. 1
manipilate the data new smatéchiquesandtechologies were invented. One of the majovertions
was therelaional database, which allows us to search and modify huge stores of data in very little
We useSQL (StruduredQuery Language) tmanigpulate the contents of these databases.

When people started to use the web, they found that they needed to writdefabesto their databases.
CGil is the most widely usegcmology for building suchinterfaces The mainlimitation of a CGI script
driving a database is that its databegenetion is notpersigent- on every request the CGI script has t
initiate a connetion to the database, and when the request is completedotireetion is closed.
Apache::DBI was written to remove thignitation. When you use it, you have a databesenetion
which persists for the process’ entire life. So when your mod_perl script needs to use a dal

Apache::DBI provides a valicconnetion immediately and your script starts work right away withoup

having toinitiatea databaseonnetion first.

This is possble only with CGI running under a mod_perl enabled server, since in this model the
process does not quit when the request has been served.

It's almost asstraighforward as is it sounds, there are just a few things to know about and we will ¢
them in this section.

5.3 Apache::DBI - Initi ate a persigent databaseconnedion

This moduleiniti atesa persisentdatabaseonnedtion. It is possble only with mod_perl.

[0
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5.3.1 Introduction

The DBI module can make use of the Apache::DBI module. When it loads, the DBl module tests
environment variable $ENV{GATEWAY_INTERACEB starts with CGI-Perl , and if the
Apache::DBI module has already been loaded. If so, the DBI module will forward ewvenect()
request to thépache::DBI module.Apache::DBI uses thging() method to look for a database
handle from greviousconnect() request, and tests if this handle is still valid. If thesedwmdiions
are fulfilled it just returns the database handle.

If there is noapprqriate database handle or if thlgng() method fails Apache::DBI  estaltishesa
new connetion and stores the handle for later re-use. When the script is run again by a child that
connectedApache::DBI  just checks the cache of opeannetions by matching hostusemameand
passvord paraneters against it. Amatchng connedion is returned ifavailable or a new one isitiated
and then returned.

There is no need to delete thescon nect () statenentsfrom your code. They won’t do anything
because thApache::.DBI moduleoveloadsthediscon nect () method with an empty one.

When this module should be used and when shouldn’t?

You will want to use this module if you are opening several databaseetions to the server.
Apache::DBI  will make thempersigent per child, so if you have techildren and each opens two
different connetions (with differentconnect()  argument3 you will have in total twenty opened ang
persigent connetions After the initial connect()  you will save theconnetion time for every
connect() request from youbBl module. This can be a huge benefit for a server with a high volu
of database traffic.

You must NOT use this module if you are opening a speociahetion for each of your users. Each
connedion will stay persisentand in a short time the number @fnnetions will be so big that your
machine will scream in agony and die.

If you want to usé\pache::DBI  but you have bothkituationson one machine, at the time of writing the

only solution is to run two Apache/mod_perl servers, one which Apeshe::DBI  and one which does
not.

5.3.2 Configuration

After installing this module, theonfiguration is simple - add théollowing diredive to httpd.conf

PerIModule Apache::DBI

Note that it isimportant to load this module before any othpache*DBI module andDBI module
itself!

You can skippreloadng DBI, sinceApache::DBI  does that. But there is no harm in leaving it in,
long as it is loaded afté&pache::DBI

if the
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5.3.3 Preopenng DBI connedions

If you want to make sure thatannetion will already be opened when your script is first executed afte
server restart, then you should usedbenect_on_init() method in the startup file to preload ever
connetion you are going to use. For example:

Apache::DBI->connect_on_init
("DBIl:mysql:myDB::myserver",
"username”,
"passwd",
{
PrintError => 1, # warn() on errors
RaiseError => 0, # don’t die on error
AutoCommit => 1, # commit executes immediately
}
);

As noted above, use this method only if you only want all of apache to be able to connect to the d&:
server as one user (or as a very few users).

Be warned though, that if you cabnnect_on_init() and your database is down, Apaciddren

~ =
Q

htabase

will be delayed at server startup, trying to connect. They won't begin serving requests until either they are

connected, or theonnetion attempt failsDependhg on your DBD driver, this can take several minutes

5.3.4 Debugging Apache::DBI

If you are not sure this module is working advetised you should enable Debug mode in the startlip

script by:
$Apache::DBI::DEBUG = 1;

Staring with ApacheDBI-0.84 , setting$Apache::DBI::DEBUG = 1 will produce only minimal
output. For a full trace you s®Apache::DBI::DEBUG = 2.

Another approach is to add littpd.conf (which does the same):

PerIModule Apache::DebugDBI

After setting the DEBUG level you will see entries in #mor_log both whenApache::DBI
initializes a conne¢ion and when it returns one from its cache. Usefdfiewing command to view the
log in real time (youerror_log  might be located at differentpath, it is set in the Apacle®nfigura-
tion files):

tail -f /usr/local/apache/logs/error_log

| usealias (intcsh ) so | do not have teemenberthe path:

alias err "tail -f /usr/local/apache/logs/error_log"
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5.3.5 Troubleshooing
5.3.5.1 The Morning Bug

The SQL server keepscannetion to the client open for a limited period of time. Maigvebperswere
bitten by so calledMorning bug, when every morning the first users to use the site receied@ata
Returned message, but after thawverything worked fine. The error is caused Byache::DBI
returrning a handle of the invalidonnetion (the server closed it because of a timeout), and the script
dying on that error. Thimfamousping() method wasdntroducedto solve this problem, but still people
were being bitten by this problem. Anottsaiuion was found - to increase the timeatraneter when
staring the SQL server. Currently | starttyySQLserver with a scripgafe_mysql , so | havenodified
it to use this option:

nohup $ledir/mysqld [snipped other options] -O wait_timeout=172800
1.0
seconds is equal to 48 hours. This change solvasdidem.

Note that as from versio.82 , Apache::DBI implementsping() inside theeval block. This
means that if the handle has timed out it shoultebemectedautanaically, and avoid the morning bug.

5.3.5.2 Opening connedions with differ ent parameters

When it received aonnetion request, before it will decide to use arising cachedconnedtion,
Apache::DBI insists that the newonnetion be opened in exactly the same way as the caubratee
tion. If I have one script that set®ngReadlLen and one that does n@dtpache::DBI  will make two
differentconnedions So instead of having a maximum of 40 opennetions | can end up with 80.

However, you are free to modify the hanuitenediately after you get it from the cache. So alwayt ate
connetionsusing the samparanetersand set.ongReadLen (orwhakevel) aftewards

5.3.5.3 Debugging code which deployBI

To log a trace oDBI statenent exection, you must set th®Bl_TRACE environment variable The
PerlSetEnv  DBI_TRACEdiredive must appear before you loagache::DBI  andDBI.

For example if you usApache::DBI , modify yourhttpd.conf  with:

PerlSetEnv DBI_TRACE "3=/tmp/dbitrace.log"
PerIModule Apache::DBI

Replace3 with the TRACE level you want. The traces from each request will be appende
/tmp/dbitrace.log . Note that the logs miglnterleaveif requests are processeohcurently.

Within your code you can control trageneation with thetrace() = method:

vas
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DBI->trace($trace_level)
DBI->trace($trace_level, $trace_filename)

0 disables the trac@.geneatesdetailed call tracenformation including paranetersand return values.

;0)
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6.1 What we will learn in this chapter
® Where and Why to use dbm files
e mod_perl and dbm

® [ocking dbm handlers

6.2 Where and Why to use dbnfiles

If you need a light database, with an easy API, using simple key-value pairs to stonarapdate the
records, this is aoluion that should be amongst the first you consider. The maxipradical size of a
dbm database depends on ybardvare and the desired response times of course, but as a rough g
consider 5000 to 10000 records torbasomble

Some of theearliestdatabasesnplementedon Unix were dbm files, and many are still in use today. As
this writing theBerkdey DB is the mospowefful dbmimplemertation.

With dbm, the whole database is rarely read into a memory. Combine this feature with the use of
storagetechiques and dbm files can bmanipilated much faster than their flat filbrothers Flat file
databases can become very slow on insert, update and a@ettons espeially when the number of
records exceeds a coupletbbusand Thesituation is worse if you need to run a satgaithm on a flat
file.

Severalifferentindexing algaithms can be used with dom:

® TheHASHalgaithm gives @(1) complexty of search and update, fast insert and delete, but a s
sort. (You have to do jtourself.)

e TheBTREEalgaithm allowsarbitrary key/value pairs to be stored in a sorted, balanced binary t
which allows us to get a sorted sequence of data pali§l)n, but at the expense of much slowe
insert, update, deletemtionsthan is the case witHASH

e The RECNQalgaithm is morecomplicated and enables both fixed-length awakiablelength flat
text files to bemanipulated using the same key/value paiterface as inHASHandBTREE In this
case the key will consist of a record (line) number.

Most often you will want to use tHéASHmethod, but your choice depends very much on gpplica
tion.

dbm databases are not limited to storing key/value pairs. They can storeanybcateddatastrudures
with the help of theMLDBMmodule. This module can dump and restore the whole symbol table of
script,including arrays, hashes and otlwemplicateddatastrudures
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6.3 mod_perl and dbm
Where does mod_perl fit into the picture?

If you are using a read only dbm file you can have it work faster if you keep it open (tied) all the tim
when your CGI script wants to access the database it is already tied and ready to be used. It will wg
dynamic (read/write) databases as well but you need to use locking afidstatg to avoid dataorrup
tion.

Although mod_perl and dbm can give hyggformancegains to your CGls scripts, you should be ver
careful. You need to consider locking, andt¢basguence®fdie() andunexpectedprocess deaths.

If your locking mectanism cannot handle dropped locks, a stale lockdeantivate your whole site. You
can enter adeadock situation if two processesimultaneously try to acquire locks on tweepaate
databases. Each has locked only one of the databases, and cannot continue without locking the
Yet this will never be freed because it is locked by the other process. If your processes all ask for th
files in the same order, thsstuation cannot occur.

If you modify the DB you should be make very sure that you flush the datsyaaddranize it, espeially
when the process serving your C@lexpecedly dies. In general youapplicaion should be tested very
thoroughly before you put it intgprodudion to handlémportantdata.

6.4 Locking dbm handlers

Let's make the lock status a glolvalriable so it will persist from request to request. If we request a loc
READ (shared) or WRITEexclusive), we obtain the current lock status first.

If we are making &EADIock request, it is granted as soon as the file becomes unlocked or if it is alr
READIocked. The lock status beconfREADonN success.

If we make aWRITElock request, it is granted as soon as the file becomes unlocked. The lock §
becomedVRITEoOnN success.

Thetreamentof theWRITElock request is mosnportant

e, so
rk with

second.
eir DB

k -

eady

status

If the DB isREADIlocked, a process that makes a WRITE request will poll until there are no reading or

writing processes left. Lots of processes saccesklilly read the file, since they do not block each othg
This means that a process that wants to write to the file (so first it needs to ole#agiusive lock) may
never get a chance to squeeze in. fitlewing diagramrepresentsa possble scenario wherevenbody
can read but no one can write:

[p1
[-p2-

[-p1-]

r.
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The result is @taring process, which will timeout the request, and it will fail to update the DB. This
good reason not to cache the dbm handle with dynamic dbm files. It will work perfectly with static [
files without any need to lock files at all.

Ken Williams solved the above problem with Aig::DB_Lock  module, which | will present in the
next section.

6.4.1 Tie::DB_Lock

Tie::DB_Lock ties hashes to databases using sharedeanlisive locks. This module, by Ken
Williams, solves th@rodemsraised in thgrevioussection.

The maindifferencefrom what | have described above is thiet:DB_Lock  copies a dbm file on read.
Reading processes do not have to keep the file locked while they read it, and writing processes (¢
access the file while others are reading. This works best when you haveldotg-diirdion reading, and
a few short bursts of writing.

Thedrawbackof this module is the heavy IO performed when every reader makes a fresh copy of th
With big dbm files this can be quitedesadrartageand can slow the server dowonsicerably.

An altemative would be to have one copy of the dbm image shared by all the reading processes. Ti
cut the number of files that are copied, and putsrésposibility of copying the read-only file on the
writer, not the reader. It would need some care to make sure it does not disturb readers when puttin
read-only copy into place.

6.4.2 Locking tecmiquesthat work with dbmfiles

6.4.2.1 Flawed methods which must not baused

Caution: The suggested locking methods in the Camel book and DB_File man page (at least befg
version 1.72) are flawed. If you use them ineanwironmentwhere more than one process can modify tf
dbm file, it can get corrupted!!! THellowing is anexplanation of why this happens.

You may not use a tied file'slehardle for locking, since you get thidehardle after the file has been
already tied. It's too late to lock. The problem is that the database file is laftkedt is opened. When
the database is opened, the first 4k (in my dbm library) are read and then cached in Mieendoye, a

process can open the database file, cache the first 4k, and then block while another process writd
file. If the second procesnodifies the first 4k of the file, when theriginal process gets the lock is now
has anincorsigentview of the database. If it writes using this view it may easily corrupt the databas
disk.

This problem can bdiffi cult to trace because it does not caceupion every time a process has to wai
for a lock. One can do quite a bit of writing to a database file withctwally changng the first 4k. But
once you suspect this problem you can easiyaluceit by making your program modify the records if
the first 4k of the DB.
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6.4.2.2 Lock on tie (only supported by a fewoperating systems)

On someDpenrting Systems like FreeBSD, itjgossble to lock on tie:

tie my %t, 'DB_File’, $TOK_FILE, O_RDWR | O_EXLOCK, 0664;

and only release the lock by untieing the file. Notice @Gh&XLOCKag, which is notavailable on all
Opemting Systems.

6.4.2.3 DB_File::Lock

Here isDB_File::Lock which does the locking by using ertenal lockfile. This allows you to gain
the lock before the file is tied. Note that it's not yet on CPAN and so is listed here in its entirety. Not
that this code still needs some testinghsaareful if you use it on grodudion machine.

package DB_File::Lock;
require 5.004;

use strict;

BEGIN {
# RCS/CVS compliant: must be all one line, for MakeMaker
$DB_File::Lock::VERSION = do { my @r = (q$Revision: 1.1 $ =~ \d+/g); sprintf "%d."."%02d" x $#r, @r };

}

use DB_File ();

use Fentl gw(:flock O_RDWR O_CREAT);
use Carp gw(croak carp verbose);

use Symbol ();

@DB_File::Lock::ISA = qw( DB_File);
%DB_File::Lock::lockfhs = ();

use constant DEBUG => 0;

# file creation permissions mode
use constant PERM_MODE => 0660;

# file locking modes
%DB_File::Lock::locks =

read =>LOCK_SH,
write => LOCK_EX,
);

# SYNOPSIS:
# tie my %mydb, 'DB_File::Lock’, $filepath,
# [read || 'write’, HASH' || 'BTREE]
# while (my($k,$v) = each %mydb) {
# print "$k => $v\n";
#}
# untie %mydb;
EH R
sub TIEHASH {
my $class = shift;
my $file = shift;
my $lock_mode = Ic shift || 'read’;
my $db_type = shift || 'HASH’;

die "Dunno about lock mode: [$lock_mode].\n
Valid modes are 'read’ or ‘write’.\n"
unless $lock_mode eq 'read’ or $lock_mode eq 'write’;

b also
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# Critical section starts here if in write mode!

# create an external lock
my $lockfh = Symbol::gensym();
open $lockfh, ">$file.lock" or die "Cannot open $file.lock for writing: $I\n";
unless (flock $lockfh, $DB_File::Lock::locks{$lock_mode}) {

croak "cannot flock: $lock_mode => $DB_File::Lock::locks{$lock_mode}: $!\n";

}

my $self = $class->SUPER:: TIEHASH
(Sfile,
O_RDWR|O_CREAT,
PERM_MODE,
($db_type eq 'BTREE’ ? $DB_File::DB_BTREE : $DB_File::DB_HASH )

# remove the package name in case re-blessing occurs
(my $id = "$self") =~ s/ [*=]+=/I;

# cache the lock fh
$DB_File::Lock::lockfhs{$id} = $lockfh;

return $self;

} # end of sub new

# DESTROY is automatically called when a tied variable
# goes out of scope, on explicit untie() or when the program is
# interrupted, e.g. with a die() call.
#
# It unties the db by forwarding it to the parent class,
# unlocks the file and removes it from the cache of locks.
HHHEHE R
sub DESTROY{
my $self = shift;

$self->SUPER::DESTROY(@_);
# now it safe to unlock the file, (close() unlocks as well). Since
# the object has gone we remove its lock filehandler entry
# from the cache.

(my $id = "$self") =~ s/A\[*=]+=//; # see 'sub TIEHASH’

close delete $DB_File::Lock::lockfhs{$id};
# Critical section ends here if in write mode!

print "Destroying ".__PACKAGE__."\n" if DEBUG;

}

HitH
END {
print "Calling the END from ".__PACKAGE__."\n" if DEBUG;

}

1
And you use it like this:
use DB_File::Lock ();

A simple tie, READ lock and untie
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use DB_File::Lock ();

my $dbfile = "/tmp/test";

tie my %mydb, 'DB_File::Lock’, $dbfile, 'read’;
print $mydb{foo} if exists $mydb{foo};

untie %omydb;

You can even skip thentie()  call. When$mydb goes out of scopeventhing will be doneautanat-
cally. However it is better use the explicit call, to make suretitieal sections between lock and unloch
are as short gsossble. This isespeially importantwhenrequesing anexclusive (write) lock.

Thefollowing example shows how it might loenvenientto skip the expliciuntie() . In this example,
we don’t need to save th@emediateresult, we just return and the cleanup is damemaically.

use DB_File::Lock ();
my $dbfile = "/tmp/test";
print user_exists("stas"”) ? "Yes" : "No";
sub user_exists{
my $username = shift || ;
warn("No username passed\n”), return 0 unless $username;

tie my %mydb, 'DB_File::Lock’, $dbfile, 'read’;

# if we match the username return 1, else 0
return $mydb{$username} ? 1 : O;

} # end of sub user_exists

Now let's write all the upper casharadersand theirrespetive ASCII values to a dbm file. Then read
the file and print them the contents of the DB, unsorted.

use DB_File::Lock ();
my $dbfile = "/tmp/test";

# write
tie my %mydb, 'DB_File::Lock’, $dbfile,'write’;
for (0..26) {

$mydb{chr 65+$ }=$_;
}

untie %mydb;

# now, read them and printout (unsorted)
tie %omydb, 'DB_File::Lock’, $dbfile;
while (my($k,$v) = each %mydb) {
print "$k => $v\n";
}
untie %mydb;

If your CGI wasinterruptedin the middle DESTROYolock will take care otinlocking the dbm file and
flush any changes. So your DB will be safe aggiossble corrugion because of unclean prograenmi
nation.

;0)
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7.1 What we will learn in this chapter

7.2 Getting help

If after reading this guide and othdocumentslisted in this section, you feel that yoguesion is not yet
answered, please ask the apache/mod_perl mailing list to help you. But first try to browse the maili
archive. Most of the time you will find the answer for yauresion by searcing the mailing archive,
since there is a big chance someone else has akeadynteredthe same problem and foundaiuion
for it. If you ignore this advice, do not be surprised if yquesion will be left unarswered- it bores
people to answer the sameedion more than once. It does not mean that you should avoid apkeyy
tions Just do not abuse tlvailable help andRTFM before you call foHELP. (You have certainly
heard thenfamousfable of theshefherdboy and the wolves)

7.3 Get help with mod_perl

e mod_perl Garden project

e mod_perl Books

Gettinghelp

Get help withmod_perl
Get help withPerl

Get help withPerl/CGI
Get help withApache
Get help withDBI

Get help withSquid

mod_perl home

[http://perl.apache.org

|http://modperl.souraamenord

O ’Apache Modules’ Book

[http://www.modperl.coiis the home site of The Apache Modules Book, a book atreatng
Web server modules using the Apache API, written by Lincoln Stein and dac§aclern

Now you can purchase the book at your |deabkstoreor from the online dealer. O'Reilly lists
this book as:

ng list
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Writing Apache Modules with Perl and C
By Lincoln Stein & Doug MacEachern
1st Edition March 1999

1-56592-567-X, Order Number: 567X
746 pages, $34.95

O ’Enabling web services with mod_perlBook

[http:/lwww.modpetbook conyis the home site of the new mod_perl book, that Eric Cholet and
Stas Bekman aren-authoing together. We expect the book to be published in fall 2000.

Ideas,suggetons and comments are welcome. You may send themfa@ modperbookcom

e mod_perl Guide

by Stas Bekman itttp://perl.apache.org/guide

e mod_perl FAQ

by Frank Cringle dhttp://perl.apache.org/fdq/

® mod_perl performancetuning guide

by Vivek Khera afhttp://perl.apache.org/tuning/

e mod_perl plugin referenceguide

by DougMacEaclern atjhttp://perl.apache.org/src/mod_perl.Html

® Quick guide for moving from CGI to mod_perl

atlhttp://perl.apache.org/dist/cgi to mod perl.ptml

® mod_perl_traps,common traps andsolutions for mod_perl users

atlhttp://perl.apache.org/dist/mod perl traps.html

e mod_perl Quick ReferenceCard

[http://lwww.refcards.copfApache and other refcards aneailablefrom this link)

e mod_perl ResourcesPage

|http://www.perteferencecom/mod perj/

® mod_perl mailing list

The Apache/Perl mailing ligmodperl@apache.oygs available for mod_perl users anddevebp-
ers to share ideas, solvgroblems and discuss things related to mod_perl and the Apache::*
modules. To subscribe to this list, send mail tonodperl-subscribe@apache.omgth empty
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Subject and withBody:

subscribe modperl

A searchable mod_perl mailing list archive available at |http://forum.swarth
[moreedu/epigone/modpérWe owe it to Ken Williams.

More archivesvailable

o |http://www.geocrawler.com/lists/3/web/182/0/

O |nttp://www.bitmeshaniccom/mail-archives/modpdrl/

O |http://www.mail-archive.com/modperl%40apache Jorg/

O |nttp://www.davin.ottawa.on.ca/archive/modgderl/

O |http://www.progresive-comp.com/Lists/?l=apache-modperl&r=1&w=2#apache-mofperl

O |http://www.egroups.com/group/modpegrl/

7.4 Get help with Perl

® The Perl FAQ

|http://www.perl.com/CPAN/doc/FAQsS/FAQ/PerlFAQ.himl

® The Perl home

|http://www.perl.cond/

® The Perl Journal

[http://www.tpj.comy/

® Perl Module Mechanics

[http://world.std.com/~swmcd/steven/perl/module measdnml| - This page describes theechan
ics of creatng, compiling, releaing andmairntaining Perl modules.

7.5 Get help with Perl/CGl

® Perl/CGI FAQ

atlhttp://www.perl.com/CPAN/doc/FAQs/cqgi/perl-cgi-fag.himl
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http://www.perl.com/CPAN/doc/FAQs/cgi/perl-cgi-faq.html
http://world.std.com/~swmcd/steven/perl/module_mechanics.html
http://www.tpj.com/
http://www.perl.com/
http://www.perl.com/CPAN/doc/FAQs/FAQ/PerlFAQ.html
http://www.egroups.com/group/modperl/
http://www.progressive-comp.com/Lists/?l=apache-modperl&r=1&w=2#apache-modperl
http://www.davin.ottawa.on.ca/archive/modperl/
http://www.mail-archive.com/modperl%40apache.org/
http://www.bitmechanic.com/mail-archives/modperl/
http://www.geocrawler.com/lists/3/web/182/0/
http://forum.swarthmore.edu/epigone/modperl
http://forum.swarthmore.edu/epigone/modperl

mod_perl tutorial: Getting Help and Further Learning

7.6 Get help with Apache

® Answersto somebothering Perl and Perl/CGI quedions

|http://stason.org/TULARC/webmias/myfag.htm|

e |diot's Guide to CGI programming

[http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html

e WWW Secuity FAQ

|http://www.w3.0org/Sectty/Fag/www-sectity -fag.htm|

® CGl/Perl Taint Mode FAQ

[http://www.gunther.web66.com/FAQS/tambdehtml (by Gunther Birznieks)

7.6 Get help with Apache

® ApacheProject's Home

[http://www.apache.ofg

e Apache Quick ReferenceCard

[http://lwww.refcards.copfApache and other refcards aneailablefrom this link)

® The ApacheFAQ

|http://www.apache.org/docs/misc/FAQ.html

® Apache Server Documentation

[http://www.apache.org/dogs/

e ApacheHandlers

|http://www.apache.org/docs/handler.Html

® mod_rewrite Guide

|http://www.engelschall.com/pw/apache/rewriteguide/

7.7 Get help with DBI

® Perl DBI exanples
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http://www.engelschall.com/pw/apache/rewriteguide/
http://www.apache.org/docs/handler.html
http://www.apache.org/docs/
http://www.apache.org/docs/misc/FAQ.html
http://www.refcards.com/
http://www.apache.org/
http://www.gunther.web66.com/FAQS/taintmode.html
http://www.w3.org/Security/Faq/www-security-faq.html
http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html
http://stason.org/TULARC/webmaster/myfaq.html

7.8 Get help with Squid - Internet Object Cache Stas Bekman

[http://www.saturn5.com/~jwb/dbi-exateshtml (by Jeffrey William Baker).

e DBl Homepage

|http://www.symbostoneorg/tecmology/perl/DBIj

e DBI mailing list infor mation

[http://www.fugue.com/dHi/

e DBI mailing list archives

[http://outside.organic.com/mail-archives/dbi-ugtgs://www .xray.mpe.mpg.de/mailing-lists/dbi/

® Persident connedions with mod_perl

|http://perl.apache.org/src/mod perl.htmI#PERENT DATABASE CONNECOIONY

7.8 Get help with Squid - Inter net Object Cache

Home page |http://squid.nlanr.ngt/

FAQ -|nttp://squid.nlanr.net/Squid/FAQ/FAQ.himl

Users Guide http://squid.nlanr.net/Squid/Users-Gujde/

Mailing lists -|http://squid.nlanr.net/Squid/mailing-lists.hfml
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http://squid.nlanr.net/Squid/mailing-lists.html
http://squid.nlanr.net/Squid/Users-Guide/
http://squid.nlanr.net/Squid/FAQ/FAQ.html
http://squid.nlanr.net/
http://perl.apache.org/src/mod_perl.html#PERSISTENT_DATABASE_CONNECTIONS
http://www.xray.mpe.mpg.de/mailing-lists/dbi/
http://outside.organic.com/mail-archives/dbi-users/
http://www.fugue.com/dbi/
http://www.symbolstone.org/technology/perl/DBI/
http://www.saturn5.com/~jwb/dbi-examples.html
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